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Legal Information

© 2022 Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved.

About this Manual

The Manualncludes instructions for using and managing the Product. Pictures, charts, images and
all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmwaiates or other
reasons. Please find the latest version of this Manual at the Hikvision website
(https://www.hikvision.com/).

Please use this Manual with the guidance and assistance of professionals trainpgantsg the
Product.

Trademarks

HIK VISION and other Hikvision's trademarks and logos are the properties of

Hikvision in various jurisdictions.
Other trademarks and logos mentioned are the properties of their respective owners.

HerI'II“": The terms HDMI and HDMI Hiflefinition Multimedia Interface, and the HDMI

Logo are trademarks or registered trademarks of HDMI Licensing Administrator, Inc. in the United
States and other countries.

Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS MANUAL AND THE PRODL
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" ANL
"WITH ALL FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIE
INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNES
A PARTICURAPURPOSE. THE USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NO E
WILL HIKVISION BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR IN
DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUS
INTERRUPTIOQIR LOSS OF DATA, CORRUPTION OF SYSTEMS, OR LOSS OF DOCUMENTATIOI
WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE), PRODUCT
LIABILITY, OR OTHERWISE, IN CONNECTION WITH THE USE OF THE PRODUCT, EVEN IF HIK\
HAS BEEN ADVISED OF THEBMO$%IOF SUCH DAMAGES OR LOSS.

YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECI
RISKS, AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATIC
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROMCKBERKER ATTACK,

VIRUS INFECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PRO
TIMELY TECHNICAL SUPPORT IF REQUIRED.

YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOl
SOLELY RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE L
ESPECIALLY, YOU ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES¢
INFRINGE ON EHRIGHTS OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF
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PUBLICITY, INTELLECTUAL PROPERTY RIGHTS, OR DATA PROTECTION AND OTHER PRIVAC
YOU SHALL NOT USE THIS PRODUCT FOR ANY PROHIBBEHSDINRDUDING THE

DEVELOPMENT OR PRODUCTIMEAPONS OF MASS DESTRUCTION, THE DEVELOPMENT OR
PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY ACTIVITIES IN THE CONTEXT F
TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUGKHAR EUBR IN SUPPORT OF HUMAN

RIGHTS ABUSES.

IN THE EVENT OF ANY CONFLETVWEEBN THIS MANUAL AND THE APPLICABLE LAW, THE
LATTER PREVAILS.
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Regulatory Information

FCC Information

Please take attention that changes or modification not expressly approved by the party
responsible for compliance could void the user's authoritpperate the equipment.
FCC compliance: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interé&nce in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to cotnect t
interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the recesver i

connected.

Consult the dealer or an experienced radio/TV technician for help.

FCC Conditions
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:
This device may not cause harmful interference.
Thisdevice must accept any interference received, including interference that may cause
undesired operation.

EU Conformity Statement

This product and if applicable- the supplied accessories too are marke

c E with "CE" and comply therefore with the applila harmonized
European standards listed under the EMC Directive 2014/30/EU, LVL
Directive 2014/35/EU, the RoHS Directive 2011/65/EU.

2012/19/EU (WEEE directive): Products marked with this symbol can
be disposed of as unsorted municipal waste in the European Union. F
K proper recycling, return this product to your local supplier upon the
purchase of equivalent new equipment, or dispa¥ it at designated
[ collection points. For more information see:
http://www.recyclethis.info.
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2006/66/EC (battery directive): This product contains a battery that
cannot be disposed of as unsorted municipaiste in the European
Union. See the product documentation for specific battery informatior
The battery is marked with this symbol, which may include lettering tc
indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycli
return the batteryto your supplier or to a designated collection point. F
more information seehttp://www.recyclethis.info.

Industry Canada ICEH®3 Compliance
This device meets the CAN 1€EE3)/NMB3(A) standardsequirements.
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Applicable Model

This manual is applicable to the models listed in the following table.

Table 1 Applicable Model

Series Model

DS9616NX18/S
DS9600NXI8/S DS9632NX1I8/S

DS9664NX118/S

DS7916NXd4/S
DS7900NXd14/S

DS7932NXd4/S

DS7916NXl4/16P/S
DS7900NXd4/16P/S

DS7932NXdl4/16P/S

DS7808NXI2/S
DS7800NXdI2/S

DS7816NXdI2/S

DS7808NXd2/8P/S
DS7800NX1I12/P/S

DS7816NXd2/16P/S

DS7716NXd4/S
DS7700NXd4/S

DS7732NX14/S

DS7716NXd4/16P/S
DS7700NX114/16P/S

DS7732NXd4/16P/S

DS7608NXd2/S
DS7600NXdI2/S

DS7616NX1I2/S

DS7608NXd2/8P/S
DS7600NXd2/8P/S

DS7616NXd2/16P/S

DS8616NXKS8
DS8600NXIKS8

DS8632NXIK8

DS7908NXK4
DS7900NXIK4 DS7916NXK4

DS7932NXK4
DS7900NXK4/8P DS7908NXIK4/8P
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Series

Model

DS7900NXK4/16P

DS7916NXIK4/16P

DS7932NXIK4/16P

DS7800NXK1

DS7804NXK1

DS7808NXdK1

DS7816NXK1

DS7800NXIK1/P

DS7804NXIK1/4P

DS7808NXIK1/8P

DS7800NXIK2

DS7808NXIK2

DS7816NXK2

DS7832NXK2

DS7800NXIK2/P

DS7808NXIK2/8P

DS7816NXIK2/16P

DS7832NXIK2/16P

Vi
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Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol Description

A‘Danger Indicates eéhazardous situation which, if not avoided, will or could
result in death or serious injury.

A‘ : Indicates a potentially hazardous situation which, if not avoided,
Caution . .

could result in equipment damage, data loss, performance
degradation, or unexpected sailts.

EENote Provides additional information to emphasize or supplement
important points of the main text.

Vil
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Safety Instruction

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneuser.
Inthe use of the product, you must be in strict compliance with the electrical safety regulations
of the nation and region.
Firmly connect the plug to the power socket. Do not connect several devices to one power
adapter. Power off the device before conniegf and disconnecting accessories and peripherals.
Shock hazard! Disconnect all power sources before maintenance.
The equipment must be connected to an earthed mains seokéet.
The sockebutlet shall be installed near the equipment and shall be easitgssible.

% indicates hazardous live and the external wiring connected to the terminals requires
installation by an instructed person.
Never place the equipment in an unstable location. The equipment may fall, causing serious
personal injury or death.
Input voltage should meet the SELV (Safety Extra Low Voltage) and the LPS (Limited Power
Source) according to the IEC62368.
High touch current! Connect to earth before connecting to the power supply.
If smoke, odor or noise rise from the device, turntb# power at once and unplug the power
cable, and then please contact the service center.
Use the device in conjunction with an UPS, and use factory recommended HDD if possible.
This product contains a coin/button cell battery. If the battery is swallowethn cause severe
internal burns in just 2 hours and can lead to death.
This equipment is not suitable for use in locations where children are likely to be present.
CAUTION: Risk of explosion if the battery is replaced by an incorrect type.
Improper regacement of the battery with an incorrect type may defeat a safeguard (for
example, in the case of some lithium battery types).
Do not dispose of the battery into fire or a hot oven, or mechanically crush or cut the battery,
which may result in an explosio
Do not leave the battery in an extremely high temperature surrounding environment, which
may result in an explosion or the leakage of flammable liquid or gas.
Do not subject the battery to extremely low air pressure, which may result in an explosion or
the leakage of flammable liquid or gas.
Dispose of used batteries according to the instructions.
Keep body parts away from fan blades and motors. Disconnect the power source during
servicing.
Keep body parts away from motors. Disconnect the power sourceglgervicing.

viii
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Preventive and Cautionary Tips

Before connecting and operating your device, please be advised of the following tips:
The device is designed for indoor use only. Install it in aweellilated, dustfree environment
without liquids.
Ensurerecorder is properly secured to a rack or shelf. Major shocks or jolts to the recorder as a
result of dropping it may cause damage to the sensitive electronics within the recorder.
The equipment shall not be exposed to dripping or splashing and that jectstilled with
liquids shall be placed on the equipment, such as vases.
No naked flame sources, such as lighted candles, should be placed on the equipment.
The ventilation should not be impeded by covering the ventilation openings with items, such as
newspapers, tablecloths, curtains, etc. The openings shall never be blocked by placing the
equipment on a bed, sofa, rug or other similar surface.
For certain models, ensure correct wiring of the terminals for connection to an AC mains supply.
For certain nodels, the equipment has been designed, when required, modified for connection
to an IT power distribution system.
identifies the battery holder itself and identifies the positioning of the cell(s) inside the
battery holder.
+ identifies the positive termal(s) of equipment which is used with, or generates direct
current. + identifies the negative terminal(s) of equipment which is used with, or generates
direct current.
Keep a minimum 200 mm (7.87 inch) distance around the equipment for sufficient vientila
For certain models, ensure correct wiring of the terminals for connection to an AC mains supply.
Use only power supplies listed in the user manual or user instruction.
The USB port of the equipment is used for connecting to a mouse, keyboarflastsarive, or
Wi-Fi dongle only.
Use only power supplies listed in the user manual or user instruction.
Do not touch the sharp edges or corners.
When the device is running above 45 C (113 F), or its HDD temperature in S.M.A.R.T. exceeds
the stated vale, please ensure the device is running in a cool environment, or replace HDD(s)
to make the HDD temperature in S.M.A.R.T. below the stated value.




Network Video Recorder User Manual

Contents

Chapter 1 BasSiC OPEIaAtiON........cccoiiiiiiieeeiiiieee e e ettt e et mat e e sibs e e e s asnr e e e e s amenreeeeeeaas 1
1.1 ACLIVALE YOUI DBVICE ...cuuuieieiiiieeee et e et e e e et e e et s e e e et n e et e e e e eaae e e e eatan e e e e eeaaneennns 1
1.1.1 Default User and IP AQAIrESS........voiiiiiiiieiiieeee e e e eee e e e 1

1.1.2 Activate Via LOCAl MENUL..........iiiiiiiieeeiiieee e eeer e e e e eeees 1

1.1.3 ACHIVALE VIA SADP.... .ot e 2

1.1.4 Activate via Client SOftWarE..........oovveiiiiie e 3

1.1.5 Activate Via WED BrOWSEL.........covuuiieiieiiie e eeeiie e e e e een e e eennneeeeend 6

1.2 CONfIQUIE TCP/LR....ceiiiiii ettt eenn e e 7

1.3 IR Remote Control OPErationS.........ccuuuuuuiiieeeiie ettt 9
1.3.1 Pair (Enable) the IR Remote to a Specific NVR (optional)...........cccccceeiieennns 9

1.3.2 Unpair (Disable) an IR Remote from a NV.R...........ccooeeviiiiieeeiieeeeicie e, 10

IR o 1D 1D BT i 1 T PP 14

1.5 Add NEIWOIK CaBIMEI@.....uuiiiiiiiiiiiiiiie ettt e e e e e et e e e e e eea s 14
1.5.1 Add Automatically Searched Online Network Camera...............ccccoeeeeennnns 15

1.5.2 Add Network Camera Manually..............c.uiiiiiiiioeeiii e 15

1.5.3 Add Network Camera Through PQE.............ccoooiiiiiieciiice e 16

1.5.4 Add Network Camera via Customized ProtoCol............cccuuvviiiieeiiiinineeenen. 19

1.6 CoNNECE 10 PlatfOrm......ccuiiiiii i e eeaaae 20
1.6.1 Configure ISUR........u e e 20

1.6.2 Configure HHCONNECL.........i i e e e e 22

Chapter 2 Camera SEHINGS........ooiiieiieii e e e e e e e e e e e e e s s rmr e e e e e e e e e e e e s s ssamrssseeeees 24
2.1 Configure Image Parameters............ii it 24
2.2.CoNfIGQUIE OSD......ouiiiii et e aan 24

2.3 Configure PrivaCy MasK ...........oiiiiiiiiii e 25

24 1P CameEra TIME SYNC. ... iiiiii i eeeeii et e e e e e e e e e e e e e et eeeeaaaeenanas 26

2.5 Import/Export IP Camera Configuration FileS............cooooviiiiiiie e 27

2.6 Upgrade IP CamEIas.........uiiiiiiiii et e e e e e e e e e e e e e e e enn e 28
ChAapLer 3 LIVE VIBW.......cuiiiiiiiiiie ettt e e e e e e e e e e e e e e e e e e e e s anassessemreeseeaeaeeeeeannnen 30
B ] = | Y I T USSP 30




Network Video Recorder User Manual

3.1.1 Configure LiVe VIEW SEettiNgS.......uuuuiiiieeiieeiiiaae et e e 31
3.1.2 Configure LiVe VIEW LAYOUL.........cccoiiuiiiiieeeeeiiiee e e e e e eeenees 32

3.2 Configure AUtESWILCN Of CaMEIAS........ccoiiiiiiiiiiie et 34
3.3 Configure LIVE VIEW LAYQUL.........coiieeiiiiiiiiiaeeeeiiiia e e e et e e e e eeaanees 34
3.3.1 Configure Custom Live VIeW LayQuUL............uuuiiiieiiimaiieeieeiiiii e 34
3.3.2 Configure LiVe VIEW MOAE........ccooiiiiiiiiiie ettt 35

3.4 ConfigureChannelZero ENCOAING..........uuiiiiiiiiiiiiiiaee et 36
3.5 DIGItAl ZOOML....cceiiiiiie e 36
3.6 3D POSIIONING ...ttt e ettt eee e e e e e e et eab e e e e e e nnn e e e e e eeeene 37
3.7 LIVE VIBW SITALEOY. ... eeeeeeiiii ettt ettt ettt e e et e e et e e e e eee s 37
3.8 Use an AUXIlIAry MONITOL........couuuiiii et e e eeaaeaaes 38
3.9 FACIARECOGNITION .....ceiitiiiie ettt e e e e e e e ettt e e e eeaa s 38
G 30 0 7 @ 1 41
3.10.1 Configure PTZ ParameterS........cccuuuuiuuuiieeeeeiiieeeeeeeeeiiiin e eeeema e e e eeeennes 41
3.10.2 SEE A PIESEL... . 42
3.10.3 Call @ PrESEL....cceiiiiiiiii ettt 43
3.10.4 St @ PALIOL...cuiiiii et 43
3.10.5CaAll @ PALIOL......cceiiiiiei ettt 45
3.10.6 Set @ Patlern.....coe e 46
3.10.7 Call @ PAEIN... .ottt a7
3.10.8 Set Linear SCan LIML.........uiiieeiiiiiiiiiees ittt e e eeeeaii s e e eeaii e e e e eeeenes a7
3.10.9 ONETOUCKH Park.......ccouvuiiiiiiiiiiiiiiiee e eeeneeee . A8
3.10.10 AuXiliary FUNCHONS........uuiiiiiiii e eee e e e e e e e e e aan e eeenes 48
Chapter 4 Recording and Playback..............c..eeeeiiiiiic e 50
g I =T o 0] o 11 T PP 50
4.1.1 Configure Video ParametersS..........c.uiieiiiiiieeee e e een e e e 50
4.1.2 Enable H.265 Stream ACCESS .. ...coiiiieiiiiiiieeeereiiiiae e e e e eeeeiiia e e e e s anaeeeeaeeeenes 52
I B AN | PP 52
4.1.4 Manual RECOIING........uuiiiiiiiiiee e eee e e e e e e e e e e e e e e eraeeeeend 52
4.1.5 Configure Recording SChedule...........coooiiiiiiicee e 52
4.1.6 Configure ContinUOUS RECOIAING.........cuuieiiiiiiieei e ena e 54

Xi



Network Video Recorder User Manual

4.1.7 Configure Motion Detection Triggered Recording..............uvueiieeeereninineeeenn. 55
4.1.8 Configure Event Triggered EO8AING. .........oovveeiiiiiiiii e eeeiiie e 55
4.1.9 Configure Alarm Triggered RECOIrdING .........ccovvvriiuuiiieeeiiiiie et 55
4.1.10 Configure PiCtUIre CaptUre.........cooiiiuiiiiieeeeeeie e ee et eeeeeees 56
4.1.11 Configure Holiday ReCOrding............uuuiiiiiiiiimeiieeeiiiiiii e 56
4.1.12 Configure Redundant Recording and Capture.............couvvvuiieeeiiiinneeeeeenn. 57

4.2 PIAYDACK ... 58
4.2.1 InStant Playback. ... 58
4.2.2 Play NOrmMal VIdEQ.......cooeiiiiiiiiie e 59
4.2.3 Play Smart Searched VIdE0.........ccouuuuiiiiiiieiieeie et 60
4.2.4 Play Custom Searched FUES..........couuuiiiiiiieeei e 61
425 Play TaAQ FlES.....uuiiiiiiiiee ettt 61
4.2.6 Playby SUBPEMOUS.........uuuiiiiieiiiieiiiie e e ee e 63
4.2.7 Play LOG FIlES.....eiiiieiieee ettt 63
4.2.8 Play EXternal FIleS.......ccoooiiiiiiiiii e 64

4.3 Playback OpPeratiOns...........iiiiiuieiieeiiiee e e e e e e ee e e e e e e e e e e e aaa e e ann e 65
4.3.1 Normal/Smart/Custom VIdEQ.........ccuuuuuuiiiieiiiiei e 65
4.3.2 Set Play Strategy in Important/Custom Mode.............cccovvvviiiiieennieceiieeend 65
G TC B =T [0 VT =T o T O o 1= 65
4.3.4 Switch between Main Stream and SEIreamM..........coooeevvveiiiiiiiieeeiiiieeeeee 66
4.3.5 ThUMDBDNAIIS VIBW.....cciiiiiiiiiiieiiciiiee et ennn e 66
4.3.6 FASHWIBW....uuiiii it aaae 66
V4G T A o 11 = | 7o To ] A 67

(@ gF=T o] (=T gS TN =A< o | O PPRPPPRRRSUPPY o 1<
5.1 NOrmMal EVENT AlBIN. ...ttt e e e et e e e e e e e e seen e 68
5.1.1 Configure Motion Detection Alarms..............uoieeiiiiiiiieee i 68
5.1.2 Configure Video LOSS AlAIS.........ccouvuiieiiiiiieeee e e e e e e e e 69
5.1.3 Configure Video Tampering Alarms............cooeeviiiiiieee e e 69
5.1.4 Configure SENSOr AlarmMS........ccoiuiiiieiii e eeee e e e e e eeend 69
5.1.5 Configure EXCepionS AlQIMS.........covvvuiiiiiiii e eeee et e e e e e e 69

I Y O N V=T = o U PPPRSPPPPRRRIRY 4 O

Xii



Network Video Recorder User Manual

5.2.1 Temperature SCreeNING.........cuuuuuuuiirieeeiimieeeeeeeeiiiiiaaeeeeeeeeesaeeeeeenssennnnneeeeedd 1
5.2.2 Object Thrown from BUIldiNg.........coouuimiiiiiiiii e 71
5.2.3 LOItering DeteCHION. ........uuiiieeiiieeiiii e e et 73
5.2.4 People Gathering DeteCtioN..........oovieeiiiiiiiiieee e ee e 74
5.2.5 Fast MoViNg DeeCION. ........cuuuuuiiiieeiiiiiiee e e e e eeee s D
5.2.6 Parking DeIECHION. .......cciiiiiiiiiie ettt et e e e e eeeaeas 76
5.2.7 Unattended Baggage DeteCtion.............uiiiieeiiiiiieeeieeeiiiiiie e 78
5.2.8 Object Removal DeteCHiON........ccciiiiiiiiiie ettt 79
5.2.9 Audio EXCeption DeteCHIQN.......cceiiiiiiiiiiie e eeeee et 80
5.2.10 DEfOCUS DEEECHION. ... .ueeeeei e e et e e e e eere e e e et e e e e eeaneeeeees 82
5.2.11 Sudden Scene Change DeteCtiQm...........ccouvviuuuiinrreiiiiiiiee e eeeeanes 82
o A o | 2 -V PR 83
5.2.13 Thermal Camera DeteCtion...............uoviiiiiiieeeiie e r e e e 84
5.2.14 QUEUE MANAGEMENL.......ceuiiiieiiii et e ettt e e e e na e eees 85

5.3 Configure Arming SChedUIE...........oooiiiiiie e 85
5.4 Configure LINKAge ACHONS .......ccuuuiieiiiiie e e e e et een e e e e e e e eaaaaeeeenes 86
5.4.1 Configure AuteSwitch Full Screen Monitoring...........cceeevvvveiieiviceveiieeeeeiennn, 86
5.4.2 Configure Audio WarNiNg .........coevieuuieeieiiieeeie e ee e e e e e e eeteeeeanneeeeannn s 87
5.4.3 Notify Surveillance CeNter..........coooiviiii e er e e 87
5.4.4 Configure Email LINKAQE.........covvuiiiiiiiii e e e e e e e e 87
5.4.5 Trigger Alarm OULPUL...........iiiiiiiie e e e r e e e e e e eeenes 38
5.4.6 Configure Audio and Light Alarm Linkage..........cccceieeviiiieeeiiiieeeee e 38
5.4.7 CoNfIQUIEPTZ LINKAGE. ... ccevvuieeeeiiie e eeeetee e e e et e et e e e e aee e e e e eanaaeeeees 38
Chapter 6 SMaArt ANAIYSIS........ceiiiii e e e e e e emre e e e e e e e e e s e s e a e e eereeeamtaeaeeaeaaans 90
6.1 ENgine CoNfigUIatiON.........ccovuiiiieiiiii et e e e e e e et e e e e e e e eeraeeees 90
6.2 Face PICtUre COMPAIISON.......cciiuiiiieeeiiie e e e e e et e e e et eeen e e e et eeeeaaaaeeeanans 91
6.2.1 Face Grading Configuration...............ccoouiiiiee i eee e 91
I = (ol I O T o) LU | =P 92
6.2.3 FacéPicture Library Management...........ccoooevviiiciice e 93
6.2.4 Face Picture Comparison Alarm.............uiiiiiiiiiii e e 94
6.2.5 FACE PICtUIrE SEArCL......coeiiiiiii i 96

Xiii



Network Video Recorder User Manual

6.3 Perimeter PrOteCHION. .. ....u it e e e et e e e e e e e eeaeeees 99
6.3.1 Line CroSSiNg DeECHIOM.......cciiiiiiiiiii et 99
6.3.2 INTrUSION DEIECHION. .....cuuiiiieiiii et eeeaaan s 101
6.3.3 Region ENtrance DeteCtOm.........cccuviiuuiiie ettt 102
6.3.4 Region EXiting DeteCtiQN...........oiiiiiiiiiiiiieee e 104

6.4 HUMAN BOAY DELECHION. ......uuiiieiiiieiii et e e 105
6.4.1 Human Body DeteCtioN..........coiviiiiiiiii e 105
6.4.2 HUMaN BOdY SEArCh........coooiiiiiiiii i 106

6.5 Multi-TargetType DeECHON........uuiii et ee et ee e e eeeeenes 107

5.6 SEHLEAIMING ... .ttt 108
6.6.1 Learrby-Example MOE............coiiiiiiiiiiiieeecee e 108
6.6.2 Configure Selfearning LIDrary............ccoooiiiiiiiiiiiee e 108

AV =T (ol [T B 1= (T o £ [ o 109
6.7.1 Configure Vehicle DeteCHiON..........uuii it 109
6.7.2 VENICIE SEAICH......cciieii e 110

IR S T = U o = D= (=T 1o ) 110

eI e =ToT o] (=T @0 [ 1] T RSP 111

I KO o [=T= L 1Y = T o T PP 112

(@ aF=T o] (=] A o 1 PSSP 114

Yo (o = Ta I (o 1 B TV o = SO PPPTRRRPPT 114
7.1.1Add an AcCesS CONIOl DEVICE.......coviiiiiiiiiiii i eee e eee e 114
7.1.2 Add @n Alarm DEVICE.......oii it eee e ree e 115
7.1.3 Add Network AUAIO DEVICE.........oiii et ere e 117

7.2 Configure the Linkage Action and Arming Schedule..............ccooooviiceeiiiiienennnnnnn, 117

7.3 CoNfIGUIE OSD.......eiiiiii e e 118

7.4 Configure AUdIO ParameterS........c.uuiieiiiiii et e e 119

7.5 Search the 10T RECONM.......oooiiiiii e 120

ST [0 IV o [T o o ot (U = PSR 122
7.6.1Configure the Event Recording/Capturing............ccoeeeviviieieieeeeeeeiieeeeeeiinen, 122
7.6.2 SEArCH IOT VIOEO.....ciieeiiiiiie ettt e e e en s 124

Xiv



Network Video Recorder User Manual

Chapter 8 File ManagemENl...........ooiiiiiiiiieiiiimie et e e e e 126
8.1 SEAICH FHlES... .o eae 126

8.2 EXPOITFIIES. ..ttt aaaaa 126

8.3 SMAIt SEAICL..... e 127

(O F= T (=T g ] (0] = o = PSPPI OPPPPRPRPPPPPPTO 128
9.1 SSD MaANAGEIMEIL .....iiiitii ettt e et e re e et e et e e e e s 128
0.1.1 INLIANIZE SSD... et aae 128

9.1.2 SSD S.IM.AR.T. DELECHON.....ccuuieeiiiie e eeeees 128

9.1.3 Upgrade SSD FIrMWALE. .......ccoiiiiiiiiie ettt e e 128

9.2 Manage LOCal HDID............uuiiiiiiiiiiiiee ettt e e e eeeeaes 129
9.2.1 CoNfiguIre HDD GrOUP...cccuuuuueeeeiiiiiiiteee ettt eeeeeeebbs e e e eaabia e e e e eeeenes 129

9.2.2 Configure the HDD Property.........couuuuiiiiiieeeiie e 130

9.2.3 Configure the HDD QUOTA..........coeriiiiiiieeeeeeie et eeeaees 131

9.3 Add @ NEIWOIK DISK....ccieeiiieeiiiis e eeee et e e e e et e e e e e aae e e e nnn s 131

0.4 MANAGE S AT A e e e e e 132
9.4.1 Conijure eSATA for Data StOrage..........cuveeiieiiieeecceeee e 133

9.4.2 Configure eSATA for Auto Backup.........coovviviiiiiiiiecie e 133

Chapter 10 POS CONfiQUIAtIQN.........ccoiiiiiiiiiii et ee e e e e e e s e e s s amr e e e e e e e s s eeeeeeaeeeame s 135
10.1 Configure POS CONNECHON. ... .covuti ettt e et e et e e e e e e e ean e 135
10.2 Configure POS TeXt OVEIIAY........cceuuuieeieiiie et e e e e e e e e e eaae 138
10.3 Configure POS AlaIM.........iiiiiiiie e eee e e e e e e et e e e eaa e e e aan 139
Chapter 11 Hot Spare Recorder BaCKUP..........uuuviiiiiieeiiiie et em e a e 141
11.1 Set HOt SPAre DEVICE.......uuiiiieiii e eeeeee et e et eee e e et e e e aaa e eeann 141
11.2 Set WOrKiNg RECOIUEY...........uuiieieii et e e e e e e 142
11.3 Manage HOt SPare SYSIeIM.......oiuuiiiiie i r e e 142
Chapter 12 NetWOIK SEHNGS. . .uuuiiiiiee et iei e e e e e s s e e e e e e e s e s s eeeeeeesameeas 144
12.1 Configure DDINS ... ..o e e e e e e e aaaa 144
12.2 COMQUIE PPPOE ... ..oouiiiiii e e ee e e e e e e e e eenas 144
12.3 Configure Port Mapping (NAT) ... e e e 145
12.4 Configure SNIMP........ e e e e 146
12.5 Configure EMaLL.........cooouniiiiii e 148

XV



Network Video Recorder User Manual

12.6 CONFIGUIE POLL.... .o e e eeenenes 149
12.7 CoMQUIE ONVIE. ... ettt e e e e 151
Chapter 13 User Management and SECUIILY.........ccooiiiriiieiiiimiiiiee et ameiree e 152
13.1 Manage USEr ACCOUNLIS........cccuuiueeieitie e e e eeeti e e e et e e e et een e e e enn e eennaeeeenns 152
IR B0 0 Vo o = T 0 = USSR 152
13.1.2 Edithe AdmMIN USEL. ...t e e 153
13.1.3 Edit an Operator/GUESE USEI.........coiiiiiiiiiiiiiieeeeiiiie et eeei e 154
13.2 Manage USEer PermISSIONS. ........cuuuuuiiiieeiiie ettt 155
13.2.1 Set USEr PeIMISSIONS.....uiiiiiiieeeeiii e eeee e e e eetae e e eei s e e e et eeea e eeeannaeeeeees 155
13.2.2 Set Live View Permission on LOCK SCLeen.........cccevvvviiiieeeeeviiiiieeeeeinnnnn. 157
13.3 Configure PasSWOrd SECUILY........cccuuuruiiiiee it 158
13.3.1 EXPOIrt GUID FlB...cceeiiiiiieiieiee e 158
13.3.2 ConfiguréSecurity QUESTIONS ........cuuuuuiiiiee ittt eeeeees 159
13.3.3 Configure Reserved Email...........ccooooiiiiiiiiieniiiiii e 160
13.4 RESEt PASSWOIM......uiiiiiiiieeiieie e eee e e et e e e et e e e e et s e ene e e e eata e e e e eaa e e e eesnnaesnn s 161
13.4.1 Reset Password by GUID............oiiiiiiiieice e eee e 161
13.4.2 Reset Password by Security QUESHIONS........ccccuviiviiiiireeiiie e e 162
13.4.3 Reset Password by Reserved Email.............cccooieviiiceeiiiiiiccie e 162
13.4.4 Reset Password by HBONNECT............uiiiiiiiii e 163
Chapter 14 System ManNagEmMENL.........cccoiiiiiiiiiiiiieeeeeeeee e e e s ee e e e et e e e e e e e s s ansrrreraeeaaees 164
14.1 CONFIQUIE DBVICE.....ceeeiieeeei e e e e e e et ee e e e e e e e e e et e e e e e eeenes 164
I @ T oo [N = T = 164
14.2.1 Manual Time SYyNChronization.............ooveeiiiiieeeie e e eea e 165
14.2.2 NTP SYNCRroNiZation.........cccuuuiieiiiiii i eee e e e e e e e 165
14.2.3 DST SYNCNIrONIZAtION. .....cccuuiiieeiii e e e 165
14.3 NEtWOIK DELECHION.....cciiiiiiiiiie ettt e e e e e e e 166
14.3.1 Network Traffic MONItOriNG.........ccouviiiiiiie e eee e 166
14.3.2 Test Network Delay and Packet LOSS.........ccooovvviiiiiiecciiiiicccceee e 166
14.3.3 EXport Network PacCKeL...........uiiiiiiii e 167
14.3.4 Network ReSOUICE StatiStICS....uuuuiiieeiiiiiiiiiiiaeeiiiiiis e et eeei s 167
14.4Storage Device MaiNtENaNCE..........coeviuiiii e e e e 168

XVi



Network Video Recorder User Manual

14.4.1 Bad SeCtOr DEeECHION. ... ..oiiiieii ettt e e e e eees 168
14.4.2 SIM.AR.T. DELECHION. ....uuiieiiii e e e e e e eees 169
14.4.3 HDD Health DeteCtiQn.........cccvvuveiieiiiiieeeie et e e 170
14.4.4 Configure DiSK CIONE.......ccooiiiiiiiii e 171
14.4.5 Repair DAtabase. .........oii i 172
14.5 UPQGrade DEVICE.......uuuiiieeeieieetti e ettt e e e e e e e e e et e eee b as 172
14.5.1 Upgrade by Local Backup DEVICE............oiiiiiiiiiiie e 172
14.5.2UPpGAade DY FTR ...t 173
14.5.3 Upgrade by WED BrOWSEL..........uuiiiiiiiiiiiiieee et 173
14.5.4 Upgrade by HHCONNECT..........oooiiiiiiiiiii et 174
14.6 Import/Export Device Configuration Files...............oiiiiiiiiiieii e 174
14.7 LOg MANAGEIMENL... ...ttt e e e e e r e e e e e e e e ena e eees 175
L14.7.1 LOQ SEOTAQR. ... eeetuieeeeeii e ettt e et e et ettt et e e e e et e e e e e e e e 175
14.7.2 Search & EXPOrt LOg FileS.........cooioiiiiiiiiiiieeei e 176
14.7.3 Upload LOgS t0 the SEIVEL......cuuiiii i 177
14.7.4 OnéWay AUthentiCatioN............ccvvuuiiiiieii e e e e e e 177
14.7.5 TweWay AUthentiCatioN............ccouuuiieeieii e e e e 178
14.8 Export DiagnostiC INfOrMation.............uviiiiiii e e e e e e eeaes 179
14.9 Restore Default SettiNgS.......uuiiiiiiiiie e e e eaaan 180
14.10 Schedule REDOQL....... oottt ana s 180
14.11 Security ManagemeIit........c.ccuuuiiiiiiiie e e ee e e e e e e e et e e en e e e e eat e e eeananaeeeenes 181
14.11.1 RTSRUINENTCALION. .. .uuiiieeiiieeiiiiie e eeee et e e e e 181

I I 1Y A o IR Y= T Vo 181
14113 HTTP AUtNENTICALION . ..vvvtiiieeiieieiiiiie e ettt eeeie e e e e eenaees 181
14.11.4 IP Camera Occupation Detection..............ccovevviiieeeiiiieeeeice e 182

(@ aF=T o] (=T g R Y o] o 1= g o | SRR 183
L T8 I €1 (0117 PP 183
15.2 CoOMMUNICALION IMAEIIX ...ttt e e e e e e e e e e e e e 184
15.3 DeVICE COMMEANG......iiiieiiiiiiiiiii et e et e e e e et e e e e e e e aaab e e e e e e e e eeseaaneees 185
15.4 Frequently Asked QUESHIONS..........ccooiviiiieiiiieee e 185
Mpdndm 2 K& Aa GKSNB | LI NI 2F OKIyySt

XVil



Network Video Recorder User Manual

=10 (0 [T 0 PRSP 186
15.4.4 How to improve the playback image quality?.............ccoeiiiiiiiiiinneeiiienns 186
15.4.5 How o confirm the video recorder is using H.265 to record video?.......... 186
15.4.6 Why is the timeline at playback not constant?.............cccccviiiiiiiniiiiinnnn. 187

15.4.9 Why is the video recorder notifying IP conflict?................ooviiiiieeiiiinnnnn. 188
15.4.10 Why ismage getting stuck when playing back by single or mghiannel

(072 1101 = L PSPPSR 188
15.4.11 Why does my video recorder make a beepingrs after booting?............ 188
15.4.12 Why is there no recorded video after the motion detection is set?......... 188
15.4.13 Why is the video sound quality Not go0od2..........coeeeiiviiiiiiiiiriiiiiiie e 189

XVili



Network Video Recorder User Manual

Chapter 1 Basic Operation

1.1 Activate Your Device

1.1.1 Default User and IP Address
Default administrator account: admin.
Default IPv4 address: 192.168.1.64.

1.1.2 Activate via Local Menu

For the firsttime access, yohave to set an admin password to activate your device. No operation
is allowed before activation. You can also activate the device via web browser, SADP or client
software.

Steps
1. Enter the admin password twice.

admin

B Export GUID L

[8].4

Please respect other people's privacy and righis when using product

Figure 11 Activate via Local Menu
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Warning

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order teasa the security of your product.

And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

2. Enter a password to activate network cameras #ir&t connected to the device.
3. ClickOK

@Note

After the device is activated, you should properly keep the password.

What to do next

Follow the wizard to set basic parameters.
There are methods to reset your password when you forget. You havenftgure at least one
password resetting method after activation.
For HikConnect configuration, refer t6onfigure HikConnector details.

1.1.3 Activate via SADP

SADP software is used for detecting the online device,attity the device, and resetting its
password.

Before You Start

Get the SADP software from the supplied disk or the official website, and install the SADP
according to the prompts.

Steps

1. Connect your video recorder power supply to an electrical oathekturn on it.
2. Run the SADP software to search the online recorders.
3. Check the recorder status from the device list, and select the inactive recorder.
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9 Refresh 1 Activate the Device

olo « | Device Type | Status. | 1Pv4 Address | Port | Software Version | IPv4 Gateway | HTTP Port | Device Serial No.

N/A ﬂ
N/A

jevice is not activated
N,

v

v| 007 Inactive 192.168.1.64

You can modify the network parameters after

the device activation.

“Selett'inactive device. ™

Input and confirm ———
password.

Figure 12 Activate via SADP
4. Create and input the new password in the password field,camdirm the password.

ClilNote

We highly recommend you to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special dzers) in order to increase the security of your product.

And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

5. ClickActivate.

1.1.4Activate via Client Software

The client software is versatile video management software for multiple kinds of devices.

Before You Start

Get the client software from the supplied disk or the official website, and install the software
according to the promjs.

Steps

1. Run the client software and the control panel of the software pops up, as shown below.
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File System View Tool Help ‘ iVMS-4200 admin @ & gh 145208 & - B x

—
H=  Control Panel

Operation and Control

g, deleting, and basic

Maintenance and Management

m Event Management

iration of alarm, abnormal
s and linkage actions ofthe

unt Management =] Log Search System C
e S i . ~ - o
sers and assigning nd backup local and Config
missions. L El = &

Figure 13 Control Panel
2. Clickbevice Managemento enter the Device Management interface, as shown below.
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File System View Tool Help ‘ iVMS-4200 admin @ &% N 162504 @ - B x
B= Control Panel (2 Device Management
£ Server @ Group
Organization Device for Management (0)
_ Add Device Modify Delete Remote C CA Alloca Activate Refresh All Filter
Add New Device Type Nickname = |IP Device Serial Mo. Security Net Status HDD Statu
Online Device (3) Refresh Every 15s
Addto Client Add All Modify Metinfo Reset Password Activate Filter
1P Device Type Firmware Version ¥ | Security Server Port | Starttime ;\(_‘
192.168.1.64 K- XRRCOOXN Waxbuild xooooox Inactive 8000 2015-03-20 16:13:47 N
Encoding device: 10.16.1.222 XX-XOOO0XX V. xbuild xxxo Active 8000 2015-03-20 10:27:51 Mo
DVR/IDVSMVRIPCIPDAVIMS-4200
PCNVRiVMS-4200 EncodeCard 192.0.0.54 KA-XKNXXK-XXX Waxbuild xooooox Active 8000 2015-03-20 07:53:43 Nt .
senver . N

@. 5 E} s Wotion Detection Alarm

Figure 14 Device Management Interface

3. Check the recorder status from the device list, and select an inactive recorder.

4. ClickActivateto pop up the Activation interface.
5. Create a password and input the password in the password field, and confirm the password.

[ENote

We highly recommendau to create a strong password of your own choosing (using a minimum
of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security girgduct.

And we recommend you change your password regularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.
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User Mame: admin
Password: Iy
Strong
Valid password range [B-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.
Confirm Mew Password: uuuu|
Ok Cancel

Figure 15 Activation

6. ClickOKto start activation.
7. ClickModify Netinfo to pop up the Network Parameter Modification interface, as shown below.

Modify Network Parameter ®

MAC Address: KO- HK-XA-XK-XK-XX Copy

Software Version: Vit xbuild xxxsxox Copy

Device Serial No.: K- OO OO Copy
DHCP

Port: 2000

' |IPv4(Enable)

IP address: 192.168.1.64

Subnet Mask: 255.255.255.0

Gateway: 192.168.1.1
IPvE(Disable)

Password:

0K Cancel

Figure 16 Modify Network Parameters

8. Change the recorder IP address to the same subnet with your computer.
Modify the IP address manually.Chdttkable DHCP
9. Input thepassword to activate your IP address modification.

1.1.5 Activate via Web Browser

You can get access to the recorder via web browser. You may use one of the following web
browsers: Internet Explorer 6.0 and above, Apple Safari, Mozilla Firefox, and Google Chrome. The
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supported resolutions include 1024 x 768 and above.

Steps
1. Enter tke IP address in web browser, and then prEsser. The default IP address is

192.168.1.64.

User Name admin

Password sssssssssen (]
Strong

Caonfirm sssssssssen

Figure 17 Web Browser Activation
2. Set the password for the admin user account.

[ENote

We highly recommend you to create a strong password of your own choosimg @ minimum

of 8 characters, including at least three kinds of following categories: upper case letters, lower
case letters, numbers, and special characters) in order to increase the security of your product.
And we recommend you change your passworgiularly, especially in the high security system,
changing the password monthly or weekly can better protect your product.

3. ClickOK

1.2 Configure TCP/IP

TCP/IP must be properly configured before operating your device over a network. Both IPv4 and
IPv6are available.

Steps
1. Go toSystem'hNetwork Th TCP/IR
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Working Mode Net Fault-Tolerance
1Pv4

Enable DHCP

IPv4 Address

IPv4 Subnet Mask Preferred DNS Server

IPv4 Default Gateway Alternate DNS Server
MAC Address
MTU(Bytes) 1500 f MTU is less than 1280, IPvE related functions will be ur
Main NIC LAN1

Figure 18 TCP/IP Settings
2. SelecWWorking ModeasNet-Fault Tolerancer Multi-Address Mode

Net-Fault Tolerance

The two NIC cards use the same IP address, and you can select the maih AN tr LANZ2.
In this way, in case of one NIC card failure, the device will automatically enable another
standby NIC card so as to ensure the normal running of the system.

Multi -Address Mode

The parameters of the two NIC cards can be configured indepeiydéfou can select LAN1
or LAN2 under Select NIC for parameter settings. Select one NIC card as the default route.
When the system connects with the extranet, the data will be forwarded through the default
route.

3. ClickPv4or IPv6as you required.

4. Optional: ChecEnable DHCB® obtain IP settings automatically if a DHCP server is available on

the network.
5. Set related parameters.

E@Note

Valid MTU value range is from 500 to 1500.

6. ClickApply.
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1.3 IR Remote Control Operations

The NVR may also kentrolled with the included IR remote control.

@Note

Batteries (2xAAA) must be installed before operation.

The IR Remote is set at the factory to control the NVR (using default Device ID# 255) without any
additional steps. Device ID# 255 is the defauliversal device identification number shared by the
NVRs. You may also pair an IR Remote to a specific NVR by changing the Device ID#, as follows:

1.3.1 Pair (Enable) the IR Remote to a Specific NVR (optional)

You can pair an IR Remote to a NVR by creatiuseidefined Device ID#. This feature is useful
when using multiple IR Remotes and NVRs.

Steps
1. On the NVR:
1) Go toGenerallhMore Settings
1) Type a number (255 digits maximum) into the Device No. field.
2. On the IR Remote:
1) PresDEV
1) Usethe Number buttons to enter the Device ID# that was entered into the NVR.
2) Pres€nterbutton to accept the new Device ID#.
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Figure 19 Remote Control

1.3.2 Unpair (Disable) an IR Remote from a NVR

To unpair an IR Remote from a NVR so that theaannot control any NVR functions, proceed as
F2f{f26aY tNBadaa GKS 59+ 1Seé 2y GKS Lw wSY2iSo
memory and it will no longer function with the NVR.

@Note

(Re}enabling the IR Remote requires pairingtoa MVR{ SS at I ANJ 6§ KS Lw wSY2
O2LIA2YyIE0E | 020Sd

The keys on the remote control closely resemble the ones on the front panel.

Table 11 IR Remote Description

No. Name FunctionDescription

To Turn Power On:

1 POWER ON/OEE | If User Has Nafhanged the Default NVR Device ID#
(255):
1. Press Power On/Off button (1).

10
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No.

Name

FunctionDescription

If User Has Changed the NVR Device ID#:

1. Pres<DEV button

2. Press Number buttons to enter usdefined Device
ID#.

3. PressEnterbutton.

4. PressdPowerbutton to start device.

To TurnNVR Off:

If User Is Logged On:

1. HoldPower On/Offbutton (1) down for five seconds
G2 RAALI I & GKS a, Sakb?2s

2. Use Up/Down Arrow buttons (12) to highlight
desired selection.

3. PressEnterbutton (12) to accept selection.

If User Is Not Loggedn:

1. HoldPower On/Offbutton (1) down for five seconds
to display the user name/password prompt.

2. Press theéEnterbutton (12) to display the oscreen

keyboard.

Input the user name.

4. Press theenterbutton (12) to accept input and
dismiss the orscreen keybard.

5. Use the Down Arrow button (12) to move to the
Gt 3a62NRé FTASERO®

6. Input password (use eacreen keyboard or numeric
buttons (3) for numbers).

7. Press theéenterbutton (12) to accept input and
dismiss the orscreen keyboard.

8. Press theéOKbutton on the sceen to accept input
YR RAa&LI I @ GKS | Sakba2:
Up/Down Arrow buttons (12) to move between
fields)

9. PressEnterbutton (12) to accept selection.

User name/password prompt depends on NVR is
configuration. See "System Configuration" secti

w

DEV

Enable IR Remote: Press DEV button, enter NVR De
ID# with number keys, press Enter to pair unit with the
NVR.

Disable IR Remote: Press DEV button to clear Device

11
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No.

Name

FunctionDescription

unit will no longer be paired with the NVR.

Numerals

Switch to thecorresponding channel in Live View or P
Controlmode

Input numbers in Editmode

EDIT

Delete characters beforecursor

Check the checkbox and select the ON/OFFswitch

Adjust focus in the PTZ Controlmenu

Switch onscreen keyboards (upperarower case
alphabet, symbols, and numerals)

REC

Enter Manual Record settingmenu

Call a PTZ preset by using the numericbuttons in PTZ
control settings

Turn audio on/off in Playbackmode

PLAY

Go to Playback mode

Auto scan in the PTZ Controlmenu

INFO

Reserved

VOIP

Switches between main and spot output

Zooms out the image in PTZ control mode

10

MENU

Return to Main menu (after successful login)

N/A

Show/hide full screen in Playback mode

11

DIRECTION

Navigate between fields and meitems

Use Up/Down buttons to speed up/slow down recordeg
video, and Left/Right buttons to advance/rewind 30 sg
in Playback mode

Cycle through channels in Live View mode

Control PTZ camera movement in PTZ control mode

12

ENTER

Confirm selectiorin any menu mode

Checks checkbox

Play or pause video in Playback mode

Advance video a single frame in sinfjeme Playback

12
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No. Name FunctionDescription
mode

Stop/start auto switch in autewitch mode

13 PTZ Enter PTZ Controlmode
" Esc Go back to previous screen
N/A
15 RESERVED Reserved
Select all items on a list
16 F1 N/A
Switch between play and reverseplay in Playback mo
17 PTZ Control Adjust PTZcamera iris, focus, and zoom
18 Eo Cycle through tabpages

Switch between channels in Synchronous Playnaoéte

Troubleshooting Remote Control
If the Status indicator on the front panel turns blue, the remote control is
operating properly. If the Status indicator does not turn blue and there is
still no response from the remote, please check the following:
Batteries are installed correctly and the polarities of the batteries are not reversed.
Batteries are fresh and not out of charge.
IR receiver is not obstructed.
No fluorescent lamp is used nearby.
If the remote still can't function properly, please change a remote and try
again, or contact the device provider.

Steps

E@Note

Make sure you have installed batteries properly in the remote control. And you have to aim
the remote control at the IR receiver in the front panel.

If there is no response after yquess any button on the remote, follow the procedure below
to troubleshoot.

1. Go toMenu HSettingsihGenerallbMore Settingsby operating the front control panel or the
mouse.

2. Check and remember NVR ID#. The default ID# is 255. This ID# is wadllithéoiR remote
controls.

3. Pres©EVon the remote control.

4. Enter the NVR ID# you set in step 2.

13
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5. PreseENTERN the remote.

1.4 HDD Settings

Ensure the video recorder storage media is well. You can install at least one HDD and initialize it.

1.5 Add Network Camera

Before you can get live video or record the video files, you must add the network cameras to the
connection list of the device.

Before You Start

Ensure the network connection is valid and correct and the IP camera to add haadieened.
Steps

1. Click=1 on the main menu bar.

2. ClickCustom Addab on the title bar.

Add IP Camera (Custom)

IP Camera Address 110.110.1.11
Protocol ONVIF
Management Port 80
Transfer Protocol Auto
User Name admin

ARTTTTEE

Password

Continue to Add “

Figure 110 Add IP Camera

3. Enter IP address, protocol, management port, and other IP camera information to add.
4. Enter the login user name and passwordhef IP camera.

5. ClickAddto finish the adding of the IP camera.

6. Optional: ClickContinue to Addto continue to add additional IP cameras.

14
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1.5.1 Add Automatically Searched Online Network Camera

Steps

1. Click="7 on the main menu.

2. ClickNumber of Uradded Online Devicat the bottom.

3. Select the automatically searched online network cameras.

4. ClickAddto add the camera which has the same login password with the video recorder.

1 ¥

Add '3 Refresh Activate

L] No. Status Security IP Address Edit Device Model Protocol Management ...

| 1 @ Active | | | 8000

Figure 111 Add Automatically Searched Online Network Camera

ClilNote

If the network camera to add has not been activated, you can activate it in the network camera
list of camera management interface.

1.5.2 Add Network Camera Manually

Before you view live video or record video files, you must add network cameras to vieede

Before You Start
Ensure the network connection is valid and correct, and the network camera is activated.

Steps
1. Click_] on the main menu.

2. ClickCustom Add
3. Set the parameters. For example,Camera Addres®rotocol etc.

E@Note

Managementport ranges from 1 to 65535.

15
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Figure 112 Add Network Camera

4. Optional: Checldse Channel Default Passwotal use the default password to add the camera.

5. Optional: Checknable IP Camera Time Sytocsynchronize the time of the connected IP
camera automatically. For details, referlt® Camera Time Sync

6. Optional: Checkise Default Porto use the default management port to add the camera. For
SDK service, the deftiport value is 8000. For enhanced SDK service, the default value is 8443.

ClilNote

The function is only available when you use HIKVISION protocol.

7. Optional: ChecKerify Certificateto verify the camera with certificate. The certificate is a form
of identification for the camera that provides more secure camera authentication. It requires to
import the network camera certificate to the device first when you use this function. Failslet
refer to .

EENote

The enhanced SDK service is only available when you use HIKVISION protocol.

8. Optional: Cliclsearchto search other network cameras.
9. Optional: ClickContinue to Addio add other network cameras.
10. ClickAdd.

1.5.3 Add Netwok Camera Through PoE

The PoE interfaces enable the device system to pass electrical power safely, along with data, on
Ethernet cabling to the connected PoE cameras. Supported POE camera number varies with device
module. If you disable the PoE interfaceuyaan also connect to the online network cameras. And
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the PoE interface supports the Plagd-Play function.

Add PoE Camera

Steps

1. Go toCamera hCamera hPoE Settings
2. Enable or disable long network cable mode by selettimgy Distancer ShortDistance

Long Distance
Longdistance (100 to 300 meters) network transmissions via PoE interface.

Short Distance
Shortdistance (< 100 meters) network transmission via PoE interface.

ClilNote

The PoE ports are enabled with the short distance mode by defaul

The bandwidth of IP camera connected to the PoE via long network cable (100 to 300 meters)
cannot exceed 6 MP.

The allowed max. long network cable may be less than 300 meters depending on different IP
camera models and cable materials.

When thetransmission distance reaches 100 to 250 meters, you must use the CAT5E or CAT6
network cable to connect with the PoE interface.

When the transmission distance reaches 250 to 300 meters, you must use the CAT6 network
cable to connect with the PoE interface
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B Actual power: 0.0W. Remaining power: 200 0W. ‘(D
Channel “:“Long Distance (UShort Distance Channel Status Actual Power
D1 . Disconnected 0.0W
D2 D Disconnected 0.0W
D5 D Disconnected 0.0W
D6 D Disconnected 0.0W
D7 D Disconnected 0.0W
D8 Q Disconnected 0.0W
D9 o Disconnected 0.0w
D10 8] Disconnected 0.0w
D11 ° Disconnected 0.0w
D12 Q Disconnected 0.0W
D13 o Disconnected 0.0W
D14 Q Disconnected 0.0W
D15 O Disconnected 0.0W
D16 D Disconnected 0.0wW

Figure 113 Add PoE Camera

3. ClickApply.
4. Connect PoE cameras to device PoE ports with network cables.
5. Go toCamera’hCamera hlP Camerdo view camera image and information.

Add NonPoE Network Camera

You can disable the PoE interfacesiejecting the manual while the current channel can be used
as a normal channel and the parameters can also be edited.
Steps

1. Go toCamerad hCamera blP Camera
2. Position the cursor on a window with no linked network camera and - ck
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Edit IP Camera

IP Camera No D1

Adding Method Manual -
IP Camera Address 192.168.254 .2
Protocol HIKWISION -
Management Port 8000
Channel Port 1 -
Transfer Protocol Auto -
User Name admin

Password

Figure 114 Hlit Network Camera
3. SelecAdding MethodasManual.

Plugand-Play
The camera is physically connected to the PoE interface. Its parameters cannot be edited. You
can go taSystemhNetwork ThTCP/IRo change IP address of PoE port.

Manual

Add IP cameraithout physical connection via network.
4. EnterlP addressUser NameandPassword
5. ClickOK

1.5.4 Add Network Camera via Customized Protocol

For network cameras that are not using standard protocols, you can configure customized
protocols to add tem. The system provides 8 customized protocols.
Steps

1. Click="7 on the main menu.
2. Go toMore SettingsihProtocol
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TlilNote

3. Set protocol parameters.

Type
The network camera adopting custom protocol must support getting stream through
standardRTSP.

Path

Contact the manufacturer of network camera for the URL (Uniform Resource Locator) of
getting main stream and suktream.

[ENote

The protocol type and the transfer protocol must be supported by the network camera to add.

4. ClickOK

5. ClickCustom Addo add cameras.
6. Set the parameters.

7. ClickOK

1.6 Connect to Platform

1.6.1 Configure ISUP

SDK is based on Intelligent Security Uplink Protocol (ISUP). It provides APIs, library files, and
commands for the thireparty platform to accesdevices such as NVRs, speed domes, DVRSs,
network cameras, mobile NVRs, mobile devices, decoding devices, etc. With this protocol, the
third-party platform can realize functions like live view, playback,tay audio, PTZ control, etc.

Steps
1. Go toSysem lpNetwork MlhAdvancedhPlatform Access
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Access Type ISUP

Enable

Server Address

Server Port 7660
Registration Status Offline
Device ID 720251740
Version ISUP5.0

........

Encryption Password

Figure 115 ISUP Settings

2. SeleciAccess TypasISUP
3. CheclEnable

EENote

Enabling ISUP will disable other platform access.

4. Set the related parameters.

Server Address
The platform server IP address.

Server Port
The platform server port, ranges from 1024 to 65535. The actual port shall be provided by the
platform.

Device ID
Device ID shall be provided by the platform.

Version
ISUP protocol version, only V5.0 is available.

Encryption Password

Encrypion password is required when using ISUP V5.0 version, it provides more secure
communication between the device and platform. Enter it for verification after the device is
registered to the ISUP platform. It cannot be empty, or "ABCDEF".

5. ClickApply to save the settings and restart the device.

What to do next
You can see the registration status (online or offline) after the device is restarted.
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1.6.2 Configure HHConnect

Hik-Connect provides mobile phone application and platform service to accesnangge your
video recorder, which enables you to get a convenient remote access to the video security system.

Steps
1. Go toSysteml'hNetwork lhAdvancedhPlatform Access
2. CheclEnableto activate the function. Then the service terms will pop up.
1) Enter Verification Code
2) Scan the QR code to read the service terms and privacy statement.
3) ChecKkrhe HikConnect service will require Internet access. Please read Service Terms and
Privacy Statement before enabling the servigkyou agree with the swice terms and
privacy statement.
4) ClickOK

EENote

Hik-Connect is disabled by default.
The verification code is empty by default. It must contain 6 to 12 letters or numbers, and it is

case sensitive.

3. Optional: Configure following parameters.
CheckCustomand enterServer Addresas your desire.
Checkenable Stream Encryptiqrthen verification code is required for remote access and
live view.
CheckTime Syngcand the device will sync time with Hklonnect instead of NTP server.

4. Bind your device ith a HikConnect account.

1) Use a smart phone to scan the QR code, and downloa@dtikect app. You can also

download it fromhttps://appstore.hikvision.com or the QR code below. Refer Itk
Connect Mobé Client User Manu&br details.

Figure 216 Download HikConnect
2) Use HilConnect to scan the device QR, and bind the device.
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E@Note

If the device is already bound with an account, you can tlidndto unbind with the
current account.

5. ClickApply.

What to do next
You can access your video recorder viaGbknect.
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Chapter 2 Camera Settings

2.1 Configure Image Parameters

You can customize image parameters, including day/night switch, backlight, contrast, and
saturation inCamerabDisplay
Image Settings

Customize the image parameters including brightness, contrast, and saturation.

Exposure
Set the camera exposure time (1/10000 to 1 sec). A larger exposure value results in a brighter
image.

Day/Night Switch

Set the camera to day, nighty auto switch mode according to time or the surrounding
illumination condition. When the light diminishes at night, the camera can switches to night
mode with high quality black and white image.

Backlight

Set the camera's wide dynamic range (0 to 100)ewthe surrounding illumination and the
object have large differences in brightness, you can set the WDR value to balance the brightness
level of the whole image.

Image Enhancement
For optimized image contrast enhancement that reduces noise in videastrea

2.2 Configure OSD

You can configure the OSD (8areen Display) for the camera, including date/time, camera name,
etc.

Steps

1. Go toCamerahDisplay.

2. Select a camera as your desire.

3. Edit name ilCamera Name

4. Checlbisplay NameDisplay Dateand Display Weeko show the information on the image.
5. Set the date format, time format, and display mode.
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Camera [D2] IPdome
Camera Name IPdome
OSD Settings v
Display Name
' Display Date
08-28-2017 Mon 16 : 32 : 45 Display Week
Date Format MM-DD-YYYY
Time For... 24-hour
Display M... Non-Transparent & No ~
OsSD Font
Image Settings >
Exposure >
Day/ight Switch >
Backlight >
Image Enhancement >

Apply

Figure 21 OSD Settings

6. Drag the text frame on the preview window to adjust the OSD position.
7. ClickApply.

2.3 Configure Privacy Mask

Theprivacy mask protects personal privacy by concealing parts of the image from kive view or
recording with a masked area.

Steps

1. Go toCamera hPrivacy Mask

2. Select a camera to set privacy mask.

3. Checlenable

4. Draw a zone on the window. The zamd be marked by different frame colors.
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Camera [D6] Camera 01 v

[“|Enable

08-23-2017 Wed 11:52:49
Clear Area 1

[ Clear Area 2

[[I Clear Area 3

[ Clear Area 4

Camera UT—4aag

Clear All

Apply

Figure 22 Privacy Mask Settings

E@Note

Up to 4 privacy masks zones can be configured and the size of each area can be adjusted.
You can clear the configured privacy mask zones on the window by clicking the corresponding
clear zone 1 to 4 icons on the right of the window, or ditéar Alko clear all zones.

5. ClickApply.

2.4 IP Camera Time Sync
The device can automaticallyreshronize the time of connected IP camera after enabling this
function.

Steps
1. Go toCamerad hCamera blP Camera
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2. Position the cursor on the window of the IP camera and click
3. CheclEnable IP Camera Time Sync
4. ClickOK
5. Optional: All IP€hannels can be enabled/disabled with shortcuts.
1) Go toMaintenancelhSystem ServicEhMore Settings
2) Clickrime Sync ConfiguratigrselectEnable IPC Time SyocDisable IPC Time Syt
enable/disable scheduled time sync for all IPC/IoT channels.

DeepinMind

LVIEW.NOW UPNP Reporting  Time Sync Configuration

Figure 23 IP Camera Time Sync

E@Note

This function is only available for the admin user.

2.5 Import/Export IP Camera Configuration Files

The IP camera information, including the IP address, manage port, password of admin, etc., can be
saved in MicrosofExcel format and backed up to the local device. The exported file can be edited
on a PC, including adding or deleting the content, and copying the setting to other devices by
importing the Excel file to it.

Before You Start

When importing the configuratin file, connect the storage device that contains the configuration
file to the device.

Steps

1. Go toCamerahlP Camera Import/Export
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2. ClickP Camera Import/Exportand the detected external device contents appear.

3. Export or import the IP camecanfiguration files.
¢ ClickExportto export the configuration files to the selected local backup device.
¢ To import a configuration file, select the file from the selected backup device and click

Import.

ClilNote

After the importing process is completed, yowst reboot the device to activate the settings.

2.6 Upgrade IP Cameras

The IP camera can be upgraded through the device.

Steps
1. Go toCamera hCamera blP CamerdhMore SettingsihUpgrade

IP Camera Firmware Upgrade X

Online Upgrade  Local Upgrade
Channel Ver...

Check forU... 4@ Quick Upgrade

Channel Current Version Latest Version Update Status Operation

D1 Upgrade

D2 V5.5.130 build 1.. The versi Upgrade

Figure 24 Upgrade IP Cameras

2. Select a method to upgrag®ur camera.

Online Upgrade ClickOnline Upgradeand clickCheck for Updatesr Quick Upgrade
to upgrade your cameras.

E@Note

Your device shall be properly connected to-Bibnnect.

Local Upgrade Inserted a USB flash drive that contains the firmware to your devic
ClickLocal Upgradeand select the camera and firmware file for

upgrade.
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The IP camera will automatically restart after it is upgraded.
3. ClickJpgrade

29



Network Video Recorder User Manual

Chapter 3 Live View
Live vew displays the video image getting from each camera in real time.

3.1 Start Live View

Click <= on the main menu bar.
Select a window and double click a camera from the channel list to play the live image of the
camera.
Double click a window to view it ingle-screen mode. Double click again to exit sirggesen
mode.
Use the toolbar at the playing window bottom to realize the capture, instant playback, audio
on/off, digital zoom, live view strategy, show information and start/stop recording, etc.

HﬂNote

Click B at the lower right corner to stop atlay continuous recordings.

If you have added audio device(s) to the recorder, you can move the curdEl o select
an audio source. But this selection is used for live view only, it will not affect the audio
recording settings.

Click [® to start/stop autoswitch. The screen will automatically switch to the next one.
Single clicBl to enable VCA information display. Double clEk to disable VCA information
display.

E@Note

Click [& at the lower right corner to Bable/disable VCA information display for all channels.
VCA information of 16 channels (maximum) is available.

Move the cursor to a window, and right click your mouse to display the shortcut menu of the
window. The shortcut menu will be different accargito the window.
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Full Screen

Single Screen 3

Window Division »
Previous Screen
Next Screen

Start Auto-swilch

Add IP Camera

Figure 31 Shortcut Menu

EENote

If exception occurs, error information will be displayed on the screen. @do edit the
parameters of different channel(s).

3.1.1 Configure Live View Settings
Live View settings can be customiz&du can configure the output interface, dwell time for
screen to be shown, mute or turning on the audio, the screen number for each channel, etc.

Steps
1. Go toSystemlpLive ViewhGeneral

Video Output Interface VGAHDMI = Event Output VGAMHDMI
Live View Mode 272 > Full Screen Monitoring Dwell Time 10s
Dwell Time 5s

Enable Audio Output

Volume 1 - 5

Figure 32 Live ViewGeneral
2. Configure the live viewarameters.
Video Output Interface
Select the video output to configure.
Live View Mode
Select the display mode for Live View, e.g., 2*2, 1*5, etc.
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Dwell Time
The time in seconds to wait between switching of cameras when usingsavitoh in Live
View.

Enable Audio Output
Enable/disable audio output for the selected video output.

Volume
Adjust the Live View volume, playback and tway audio for the selected output interface.

Event Output
Select the output to show event video.

Full Screen Monitoring Dwell Time

Set the time in seconds to show alarm event screen.
3. ClickOK

3.1.2 Configure Live View Layout

Live view displays the video image getting from each camera in real time.

Configure Custom Live View Layout

Steps

1. Go toSystemlpLive ViewhView.

2. Clickset Custom Layout

3. Click ~ on the Custom Layout Configuration interface.
4. Edit the layout name.

5. Select a window division mode from the toolbar.
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Custom Layout Configuration

4 \ CH ED &8 G
Custom Layout 1 1 2 3

Custom Layout 2

Figure 33 Configure Live View Layout

6. Select multiple windows and clidz1 to joint the windows. The selected windows must be in
rectangle area.

7. Clicksave
The successfully configured layout is displayed in the list.

8. Optional: Select a live view layout from the list and c[“kto edit the name, or click < to
delete the name.

Configure Live View Mode

Steps

1. Go toSystemlpLive ViewhView.

2. Select the video output interface.

3. Select a layout or custom layout from the toolbar.

4. Select a division window, and doulglick on acamera in the list to link the camera to the
window.

E@Note

You can also clieknd-drag the camera to the desired window on the Live View interface to
set the camera order.
You can enter the number in the text field to quickly search the camera from the lis

5. ClickApply.
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6. Optional: Clickr; to start live view for all channels, or clicC: to stop all live view channels.

3.2 Configure AuteSwitch of Cameras

You can set the autewitch of cameras to play in different display modes.

Steps
1. Go toSystemlpLive ViewhGeneral
2. SetVideo Output InterfaceLive View Mode andDwell Time
Video Output Interface
Select the video output interface.

Live View Mode
Select the display mode for live view, e.g., 2*2, 1*5, etc.

Dwell Time

The time in seconds twell between switching of cameras when enabling asmatch. The
range is from 5s to 300s.

3. Go toView Settingdo set the view layout.

4. ClickOKto save the settings.

3.3 Configure Live View Layout

Live view displays the video image getting fromheeamera in real time.

3.3.1 Configure Custom Live View Layout

Steps

1. Go toSystemlpLive ViewhView.

2. Clickset Custom Layout

3. Click — on the Custom Layout Configuration interface.
4. Edit the layout name.

5. Select a window division mode frahre toolbar.
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Custom Layout Configuration

4 \ CH ED &8 G
Custom Layout 1 1 2 3

Custom Layout 2

Figure 34 Configure Live View Layout

6. Select multiple windows and clidz1 to joint the windows. The selected windows must be in
rectangle area.

7. Clicksave
The successfully configured layout is displayed in the list.

8. Optional: Select a live view layout from the list and c[“kto edit the name, or click < to
delete the name.

3.3.2 Configure Live View Mode

Steps

1. Go toSystemlpLive ViewhView.

2. Select the video output interface.

3. Select a layout or customaylout from the toolbar.

4. Select a division window, and douigléick on a camera in the list to link the camera to the
window.

E@Note

You can also clieknd-drag the camera to the desired window on the Live View interface to
set the camera order.
You carenter the number in the text field to quickly search the camera from the list.

5. ClickApply.
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6. Optional: Clickr; to start live view for all channels, or clicC: to stop all live view channels.

3.4 Configure Channéero Encoding

Enable the channaero encoding when you need to get a remote view of many channels in real
time from a web browser or CMS (Client Management System) software, in order to decrease the
bandwidth requirement without affecting the image quality.

Steps

1. Go toSystemlpLiveView lhChannelZero
2. Checlenable Channetero Encoding

Enable Channel-Zero Encoding

Frame Rate Full Frame -
Max. Bitrate Mode General -
Max. Bitrate(Kbps) 1792 -

Figure 35 ChannelZero Encoding
3. Configurd=rame RateMax. Bitrate Mode andMax. Bitrate.

HﬂNote

The higher frame rate and bitrate require the higher bandwidth.

4. ClickApply.
You carview all the channels on one screen via CMS or web browser.

3.5 Digital Zoom

Digital Zoom zooms into the live image in different magnifications (1x to 16x).

Steps

1. Start live view.

2. Click @ from the toolbar.

3. Move the sliding bar or scroll the mous&eel to zoom in/out the image to different
maghnifications (1x to 16x).
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Figure 36 Digital Zoom

3.6 3D Positioning

3D Positioning zooms in/out a specific live image area.

Steps
1. Start live view, and clicf@j.
2. Zoom in/out the image.
¢ Zoom in: Clickn the desired position in the video image and drag a rectangle area in the
lower right direction to zoom in.
¢ Zoom out: Drag a rectangle area in the upper left direction to move the position to the center
and enable the rectangle area to zoom out.

3.7 LiveView Strategy

Steps
1. In the live view mode, click' to enter the digital zoom operation interface in full screen

mode.
2. Select the live view strategy Realtime, Balancedor Fluency
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3.8 Use an Auxiliary Monitor

Certain features of the Live Vieare also available while in an Aux monitor. Features include:

Single Screen
Switch to a full screen display of the selected camera. Camera can be selected from a dropdown
list.
Multi-screen
Switch between different display layout options. Layout optioas be selected from a
dropdown list.
Next Screen
When displaying less than the maximum number of cameras in Live View, clicking this feature
will switch to the next set of displays.
Playback
Enter into Playback mode.

PTZ Control
Enter PTZ Control mode.

Main Monitor
Enter Main operation mode.

E@Note

In the live view mode of the main output monitor, the menu operation is not available while Aux
output mode is enabled.

3.9 Facial Recognition

You can enter facial recognition interface to view sle facial recognition results.

Before You Start

Ensure you have configured facial detection and face picture comparison function, reéaeto
Picture Comparisoifor details.

Steps

1. Go to live view interface, and cli@ in toolbar.

2. Click[d], [, or [E to set window division.

3. Select a window as you desired.

4. Double click a camera from the camera list on the left bottom.
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Facial Recognition D 17 14:32  20-03-2020 Fri

Compare failed @

IPCamera 01
Camera No. Camera Name 14:32:25
D1

D17

Figure 37 Facial Recognition

5. ClickRecordgo view the realtime facial recognition records of selected camera. The records
will also be shown in the window on the right. You can view the facial detection number at the
top, including the total number, succeeded number and failed number.

6. Optiona: For the unregistered face picture, you can double click it in records list, and add it to
face picture library.

E@Note

For guest and operator user, it requires Local Parameters Settings permission to add
unregistered face picture to face picture library.
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) 14:37  20-03-2020 Fri S

R | Record Details g

Facial Recognition

Compare failed

IPCamera 01
14:34:34

Add to Face Picture Library

Figure 38 Add Unregistered Face Picture
7. Optional: Click& on the upper right corner to configure the display settings as you desired.

Display Settings
Theme Facial Recognition
Successful Face Pict » Display Hide
Picture to Show when ... » Captured Library Picture
Failed Face Picture C... e Display Hide

Figure 39 Facial Recognition Display Settings

8. Optional: Clic& on the upper right corner to search andpsxt record.
1) Set the search parameters as you desired.

2) ClickSearch
3) Clickexport Attendance Recordr Export Checkn Record
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TlilNote

Ensure you have inserted USB flash drive before export.

You can click a record to review the attendaim@®rmation of this individual in calendar.
For guest and operator user, it requires "Local Video Export permission” (in "Camera
Permission”) to search and export record.

Search Record

o o o oo

0 1" 12 13 14 15 16

S
24 25 (26|27 28 29 30

© ©o o ©o ©o o ©o © 0 © © © ©

Figure 310 Face Recognition Search Record

3.10 PTZ Control

3.10.1 Configure PTZarameters

Follow these procedures to set the PTZ parameters. The PTZ parameters configuration must be
done before you can control the PTZ camera.
Steps

1. Click = on the quick settings toolbar of the PTZ camera.
2. ClickPTZ Parameters Settings set the PTZ parameters.
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3.

4.

PTZ Parameter Seftings

PTZ Protocol PELCO-C

Address 0

Address range: 0~255

Figure 311 PTZ Parameters Settings
Edit the PTZ parameters.

E@Note

All the parameters should be exactly match the PTZ camera parameters.

ClickOKto save the settings.

3.10.2 Set a Preset

Presets record the PTaosition and the status of zoom, focus, iris, etc. You can call a preset to
quickly move the camera to the predefined position.

Steps

1.

00 N O O

Click = on the quick settings toolbar of the PTZ camera’s live view.
2. Click directional buttons to wheel the caméoaa location.

3.

4. Click [ in the lower right corner of Live View to set the preset.

Adjust the zoom, focus and iris status.

1 ~ Preset 1 | Call Apply

Figure 312 Set Preset

. Select the preset No. (1 to 255) from the diabgwn list.

. Enter the preset name.

. ClickApplyto save the preset.

. Optional: ClickCanceto cancel the location information of the preset.

| Cancel
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9. Optional: ClicH in the lower right corner of Live View to view the configured presets.

No available preset. No available preset. No available preset. No available preset.

Figure 313 View the Configured Presets

3.10.3 Call a Preset

A preset enables the camera to point to a specified position such as a window when an event
takes place.

Steps

1. Click -~ on the quick settings toolbar of the PTZ camera's Live View.

2. Click[@ in the lower right corner of Live View to set the preset.

3. Selet the preset No. from the drogown list.

4. ClickCallto call it, or clickl in the lower right corner of Live View, and click the configured
preset to call it.

1 ~ | Preset 1 | Call | Apply | Cancel

Figure 314 Call Preset (1)

No available preset No available preset. No available preset. No available preset.

Figure 315 Call Preset (2)

3.10.4 Set a Patrol

Patrols carbe set to move the PTZ to key points and have it stay there for a set duration before
moving on to the next key point. The key points are correspond to the presets.
Steps

1. Click -~ on the quick settings toolbar of the PTZ camera's live view.
2. ClickPatrolto configure patrol.
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Aux Function Patrol Pattern

Patrol1
%t Set ® call (® Stop

Figure 316 Patrol Configuration
3. Select the patrol No.

4. ClickSet

Patrol Settings-Patrol 1

X
+Xt34
No Preset Speed Duration Edit
1 Preset 1 1 15
2 Preset2 1

15

Figure 317 Patrol Settings
5. Click + to add a key point to the patrol.
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KeyPoint
Preset Preset 1 ~
Speed 1 v
Duration 15 ~

Figure 318 Key Point Configuration
1) Configure key point parameters.

Preset

Determines the order the PTZ will follow while cycling through the patrol.
Speed

Defines the speed the PTZ will move from one key point to the next.

Duration

Refers to the duration to stay at the corresponding key point.
2) ClickApplyto save the key points to the patrol.
6. Other operation is as follows.

Table 31 Operation Description

Ope;]ratlo Description Openratlo Description
X Select a key point to delete. Z Edit the added key point.
1 Adjust the key point order '] Adjust the keypoint order

7. ClickApplyto save the patrol settings.

3.10.5 Call a Patrol

Calling a patrol makes the PTZ move according to the predefined patrol path.

Steps

1. Click -~ on the quick settings toolbar of the PTZ camera's live view.
2. ClickPatrolonthe PTZ control panel.
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-

Aux Function Patrol Pattern
Patrol1

%t Set ® call (® Stop

Figure 319 Patrol Configuration

3. Select a patrol.
4. CliclkCallto start the patrol.
5. Optional: Cliclstopto stop the patrol.

3.10.6 Set a Pattern

Patterns can be set by recording the movement of the PTZ. You can gadittbe to make the
PTZ move according to the predefined path.
Steps

1. Click -~ on the quick settings toolbar of the PTZ camera's live view.
2. ClickPatternto configure a pattern.

Aux Function Patrol Pattern
Pattern1

(® Record () Call (® Stop

Figure 320 Pattern Configuration

3. Select the pattern No.

4. Set thepattern.
1) ClickRecordto start recording.
2) Click corresponding buttons on the control panel to move the PTZ camera.
3) ClickStopto stop recording. The PTZ movement is recorded as the pattern.
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3.10.7 Call a Pattern

Follow the procedure to move the PTtamera according to the predefined patterns.

Steps

1. Click -~ on the quick settings toolbar of the PTZ camera's live view.
2. ClickPatternto configure pattern.

Aux Function Patrol Pattern
Pattern1

® Record () Call (® Stop

Figure 321 Pattern Configuration

3. Select a pattern.
4. ClickCallto start the pattern.
5. Optional: Cliclstopto stop the pattern.

3.10.8 Set Linear Scan Limit

Linear Scan trigger a scan in the horizontal direction in the predefined range.

Before You Start
Make sure the connected IP camera supports the PTZ funatidns properly connected.

E@Note

This function is supported only by certain models.

Steps

1. Click -~ on the quick settings toolbar of the PTZ camera's live view.
2. Click directional buttons to wheel the camera to a location, and kéékLimitor Right Limit to
link the location to the corresponding limit.

[ENote

The speed dome linear scans from the left limit to the right limit, and you must set the left limit
on the left side of the right limit. Also, the angle from the left limit to the right limitst be not
greater than 180°.
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3.10.9 OneTouch Park

Certain speed dome models can be configured to start a predefined park action (scan, preset,
patrol, etc.) automatically after a period of inactivity (park time).
Before You Start
Before operatinghis function, make sure the connected camera supports linear scan and is in
HIKVISION protocol.
Steps
1. Click = on the quick settings toolbar of the PTZ camera's live view.
2. ClickPark (Quick Patro))Park (Patrol 1)orPark (Preset 1jo activate the park action.
Park (Quick Patrol)
The dome starts patrolling from the predefined preset 1 to preset 32 in order after the park
time. Undefined presets will be skipped.
Park (Patrol 1)
The dome starts moving according to the predefinedplat path after the park time.

Park (Preset 1)
The dome moves to the predefined preset 1 location after the park time.

E@Note

The park time can be set only via the speed dome configuration interface. The default value is
5s by default.

3. Optional: Cliclstop Park (Quick Patrglptop Park (Patrol 1)or Stop Park (Preset 1p
inactivate it.

3.10.10 Auxiliary Functions
You can operate the auxiliary functions including light, wiper, 3D positioning, and center on the
PTZ control panel.

Before You Start
Make sure the connected IP camera supports the PTZ function, and is properly connected.

Steps

1. Click on the quick settings toolbar of the PTZ camera'’s live view. The PTZ control panel

displays on the right of the interface.
2. ClickAux Function
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Functio Patrol

P

Pattern

G

Figure 322 Aux Function Configuration
3. Click the icons to operate the aux functions. See the table for the icon descriptions.

Table 32 Description of Aux Functions Icons

Icon Description
? Light on/off
{I}. Wiper on/off
3D positioning
:C‘; Center
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Chapter 4 Recording and Playback

4.1 Recording

4.1.1 Configure Video Parameters

Go toCamerahVideo Parameters

Main Stream

Main stream refers to the primary stream that affects data recorded to the hard disk drive and will
directly determine your recording quality and image size.

Comparing with the sulstream, the main stream can provide a higher quality video with higher
resolution and frame rate.

Frame Rate (FPS-rames per Second)
It refers to the number of frames captured easbcond. A higher frame rate is advantageous
when there is movement in the video stream, as it maintains image quality throughout.
Resolution

Image resolution is a measure of how much detail a digital image can hold. The greater the
resolution, the greatethe level of detail. Resolution can be specified as the number of-pixel
columns (width) by the number of pixedws (height), e.g., 1024 x 768.

Bitrate Type

The bit rate (in kbit/s or Mbit/s) is often referred to as speed, but actually defines the nuaiber
bits/time unit rather than distance/time unit. Two types including variable or constant are
available.

Enable H.265+

H.265+ is an optimized encoding technology based on the standard H.265/HEVC compression.
With H.265+, the video quality is almost teka@me as that of H.265/HEVC but with less
transmission bandwidth and storage capacity required.

[ENote

A higher resolution, frame rate and bit rate setting will offer you better video quality, but it will
also require more internet bandwidth and use morersige space on the hard disk drive.
H.265+ encoding technology is only available for certain models.

SubStream
Substream is a second code that runs alongside the main stream. It allows you to reduce the
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outgoing internet bandwidth without sacrificingour direct recording quality.
Substream is often exclusively used by apps to view live video. Users with limited internet speeds
may benefit most from this setting.
Video Quality
Set the video quality as you desire. The higher video quality resultsna storage space
requirement.

Configure Advanced Parameters

Steps

1. Go toStoragel'hScheduldhRecord
2. Checlenable Schedul® enable scheduled recording.
3. ClickAdvancedto set the advanced parameters.

Advanced Parameters

Record Audio:

Pre-Record: Ss
Post-Record: Ss

Stream Type: Main Stream
Expired Time (day): 5

Redundant Record/Capture

Figure 41 Advanced Record Settings

Record Audio
Enable or disable audio recording.

Prerecord
The time you set to record before the scheduled time or event. For example, when an alarm
triggers the recording at 10:00, and if you set the-pgeord time as 5 seconds, the camera
records at $9:55.

Postrecord

The time you set to record after the event or the scheduled time. For example, when an
alarm triggered recording ends at 11:00, and if you set the-pastrd time as 5 seconds, it
records till 11:00:05.

Stream Type
Main stream andgub-stream are selectable for recording. When you selectsibam, you
can record for a longer time with the same storage space.

Expired Time
The expired time is period for a recorded file to be kept in the HDD. When the deadline is
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reached, the file Wi be deleted. If you set the expired time to 0O, the file will not be deleted.
The actual keeping time for the file should be determined by the capacity of the HDD.
Redundant Record/Capture

By enabling redundant record or capture you save the record aptliced picture in the
redundant HDD.

4.1.2 Enable H.265 Stream Access

The device can automatically switch to the H.265 stream of IP camera (which supports H.265 video
format) for the initial access.
Go toCamera’hMore SettingsihH.265 Auto Switch Configation to enable the function.

4.1.3 ANR

ANR (Automatic Network Replenishment) can automatically enable SD card of network camera to
save the video in the condition of network disconnection, and can synchronize data after the
network is recovered.

Before You Start
Ensure the network connection between your device and network cameras is valid and correct.
Ensure the network camera has been installed with an SD card.

Steps

1. Log in your device via web browser and g@tmfigurationfhStoragelbSchedule S#ings 'h
Advanced

2. Checlenable ANR

3. ClickOK

4.1.4 Manual Recording

You can clicHlEl to manually start/stop recording videos at live view.

4.1.5 Configure Recording Schedule

The camera would automatically start/stop recording according tocinafigured recording
schedule.

Before You Start

Ensure you have installed the HDDs to the device or added the network disks before storing the
video files, pictures and log files.

Before enablingvotion, Alarm, M | A (motion or alarm)M & A (motion and alarm), ané&vent
triggered recording and capture, you must configure the motion detection settings, alarm input
settings and other events as well. RefeMGA Event Alarrfor details.

52



Network Video Recorder User Manual

Steps
1. Go toStoragel'hScheduldhRecord
2. Select a camera.
3. Checlenable Schedule
4. Select a recording type.
Continuous
Scheduled recording.

Event

Recording triggered by all event triggered alarm.
Motion

Recording triggered by motion detection.
Alarm

Recording triggesd by alarm.

M/A
Recording triggered by either motion detection or alarm.

M&A

Recording triggered by motion detection and alarm.
5. Drag the cursor on time bar to set the record schedule.
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Enable Schedule [
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Figure 42 Record Schedule

lilNote

You can repeat the above stefmsset schedule recording or capture for each day in the
week.
Continuous recording is applied to each day by default.

6. Optional: Copy the recording schedule to other camera(s).
1) ClickCopy ta
2) Select camera(s) to duplicate with the same schesletengs.
3) ClickOK

7. ClickApply.

4.1.6 Configure Continuous Recording

The device can continuously record the video within the configured time schedule.

Steps

1. Go toCameralhEncoding ParameterBhRecording Parameters
2. Set the continuous mairream/sub-stream recording parameters for the camera.
3. Go toStoragelhRecording Schedule
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4. Drag the mouse on the time bar to set the continuous recording schedule. R&enfmure
Recording Scheduler details.

4.1.7Configure Motion Detection Triggered Recording

You can configure the recording triggered by the motion detection event.

Steps

1. Go toSysteml'hEventlhNormal Event'hMotion Detection.

2. Configure the motion detection and select the channel (s) toérigige recording when motion
event occurs. Refer tGonfigure Linkage Actiorn®r details.

. Go toCamera bEncoding ParameterShRecording Parameters

. Set the event main stream/stgiream recording parameters for the cana.

. Go toStoragel'bRecording Schedule

. Select the recording type tdotion.

. Drag the mouse on the time bar to set motion detection recording schedule. Refemftiqure
Recording Scheduler details.

~No Oolhw

4.1.8 Configre Event Triggered Recording

You can configure the recording triggered by the motion detection, motion detection and alarm,
face detection, vehicle detection, line crossing detection, etc.

Steps

1. Go toSystemlhEvent

2. Configure the event detectiomd select the channel(s) to trigger the recording when event
occurs. Refer t&ventfor details.

. Go toCamera hEncoding ParameterBhRecording Parameters

. Set the event main stream/stgdiream recording parameters féine camera.

. Go toStoragel'bRecording Schedule

. Select the recording type tevent

. Drag the mouse on the time bar to set the event detection recording schedule. Refer to
Configure Recording Schedula details.

~No orh w

4.1.9 Configure Alarm Triggered Recording

You can configure the recording triggered by the motion detection, face detection, vehicle
detection, line crossing detection, etc.

Steps

1. Go toSystemhEventlhNormal EventhAlarm Input

2. Configure the alarmmput and select the channel(s) to trigger the recording when alarm occurs.
Refer toEventfor details.

3. Go toCamerad hEncoding ParameterBhRecording Parameters
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4. Set the event main stream/stdiream recording parametefsr the camera.

5. Go toStoragelhRecording Schedule

6. Select the recording type #larm.

7. Drag the mouse on the time bar to set the alarm recording schedule. Refemftigure
Recording Scheduler details.

4.1.10Configure Picture Capture

The picture refers to the live picture capture in continuous or event recording type. Only certain
models support this function.
Steps
1. Go toCamera hEncoding ParameterBhCapture
2. Set the picture parameters.
Resolution
Sd the resolution of the picture to capture.

Picture Quality
Set the picture quality to low, medium or high. The higher picture quality results in more
storage space requirement.

Interval

The interval of capturing live picture.
. Go toStoragel'hCaptureSchedule
. Select the camera to configure the picture capture.
5. Set the picture capture schedule. Refeonfigure Recording Schedutar details.

AW

4.1.11 Configure Holiday Recording

You may want to have different plaarfrecording on holiday, this function allows you to set the
recording schedule on holiday for the year.

Steps

1. Go toSystemihHoliday:.

2. Select a holiday item from the list.
3. Click ™ to edit the selected holiday.
4. Checlkenable
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Edit

Enable

Holiday N...

Mode

Start Date

End Date

Holiday1

By Month -

Jan - 1 -

Feb - 8 =

Figure 43 EditHoliday Settings

5. SetHoliday NameMode, Start Date andEnd Date
6. ClickOK
7. Set the schedule for holiday recording. RefeCtmfigure Recording Schedular details.

4.1.12 Configure Redundant Recording and Capture

Enabling redundant recording and capture, which means saving the record files and captured
pictures not only in the R/W HDD but also in the redundant HDD, will effectively enhance the data
safety and reliability.

Before You Start

You must set the storagaeode toGroupbefore you set the HDD property Bedundancy For
detailed information, refer taConfigure HDD Grouf@ here should be at least another HDD which
is in Read/Write status.

Steps

1. Go toStoragel'hStorage Devie.

2. Select a HDD from the list and cli- < to enter theLocal HDD Settingsterface.
3. Set the HDD property feedundancy

4. Go toStoragel'hSchedule SettingBhRecord Schedule/Capture Schedule

5. ClickAdvancedto set the camera recording parameters.
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Advanced Parameters

Record Audio:

Pre-Record: 5s -
Post-Record: 5s -
Stream Type: Main Stream -
Expired Time (day): 5

__|Redundant Record/Capture

Figure 44 Record Parameters

6. CheclRedundant Record/Capture
7. ClickOKto save settings.

4.2 Playback

4.2.1 Instant Playback

Instant playback enables the device to play the recorded video files recordied last five

minutes. If no video is found, it means there is no recording during the last five minutes.

After selecting the camera drive View you can move the cursor to the window bottom to access
the toolbar, and click™> to start instant playback.

58



Network Video Recorder User Manual

|

Figure 45 Playback

4.2.2 Play Normal Video

Go toPlayback select date and camera(s[1] [4] [o] is the window division

shortcut for grouping cameras and playing videos. You can also select camera(s) from the list to
achieve simultaneous playback of multiple caa(sy.

Position the cursor on playback window, and use the toolbar at the bottom to perform playback
operations. Refer t®layback Operation$or details.

lilNote

256x playing speed is supported.
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Figure 46 Play NormaVideo

4.2.3 Play Smart Searched Video

In smart playback mode, the device can analyze videos that containing motion, line, or intrusion
detection information, and mark them in red.

Go toPlayback clickSmart and then click motion detectior ), line crosgg detection ), or
intrusion detection ) in the toolbar at the bottom to play the video as your desire.

For certain cameras that have enabled human and vehicle of motion detection, you callick

or to search human and vehicle targets. When youeging back videos that contain human
or vehicle targets, the device cannot use the videos (that contain human or vehicle targets) to
apply a double analysis of line crossing detect ) 6r intrusion detection ).

2020 Oct

S M T w T F

4 5 6 7 8 9

11 12 13 14 15 16

18 19 |20(21 22 23

25 26 27 28 29 30

Custom Search

Figure 47 Payback by Smart Search

60



Network Video Recorder User Manual

4.2.4 Play Custom Searched Files

You can play video by customized search conditions.

Steps

1. Go toPlayback

2. Select camera(s) from the list.

3. ClickCustom Searcht the lowerleft corner.

4. Select a search method. For exam@earch by Appearance

5. Set search conditions

6. ClickStart SearchThe search result list displays 1 channel.

7. ClickChannelo select a channel as your desire. It will display search results for the selected
channel.

8. Optional: Clicke to play a video.

9. Click © to lock a file. The locked file will not be overwritten.

10. Optional: Export search results to a backup device.
1) Select file(s) in the search result list, or chBelect Alko select all files.
2) Clickexportto export the selected file(s) to a backup e

ClilNote

You can clickll to view export progress.
You can click v to return to search interface.

4.2.5 Play Tag Files

Video tag allows you to record information, such as people and locations of a certain time point,
during playback. You can use vidag(s) to search video files and position time point.

Add Tag Files

Steps

1. Go toPlayback

2. Search and play back the video file(s).
3. Click <’ to add the tag.

4. Edit the tag information.

5. ClickOK

@Note

Max. 64 tags can be added to a single vifieo
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Play Tag Files

Steps

1. Go toPlayback

2. ClickCustom Searcht the left bottom.

3. Enter search conditions, including time and tag keyword.

Time Custom - 2017-10-01 00:00:00 2017-10-23 23:59:59
Tag A File Stalus All
Event Type None
Plate No.
Area/Country None
Empty Conditions Search Save

Figure 48 Tag Search
4. ClickSearch

v D208-08-2017 09:34:43 ~ 08-08-2017 10:07:34 8 file(s).

D2 08-08-2017 09:34:38~08-08... D2 08-08-2017 09:34:38~08-08... D2 08-08-2017 09:34:41~08-08... D2 08-08-2017 09:34.:41~08-08... D2 08-08-2017 10:07.18~08-08...

D2 08-08-2017 10:07:18~08-08... ~ D2 08-08-2017 10:07:29~08-08... D2 08-08-2017 10:07:29~08-08...

Figure 49 Searched Tag Files
5. Select a tag file, and pl#ye video on the search results interface.
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4.2.6 Play by Suberiods

The video files can be played in multiple sadriods simultaneously on the screen.

Steps

a s wN Bk

. Go toPlayback

. Click! | at the lowerleft corner.

. Select a camera.

. Set the start tire and end time for searching video.

. Select the different mulperiod at the lowefright corner, e.g., €eriod.

EENote

According to the defined number of spéitreens, the video files on the selected date can be
divided into average segments for plagBaE.g., if there are video files existing between 16:00
and 22:00, and the-8creen display mode is selected, then it can play the video files for 1 hour
on each screen simultaneously.

4.2.7 Play Log Files

Play back record file(s) associated wittannels after searching system logs.

Steps

1. Go toMaintenancelhLog Infa
2. Click.og Search
3. Set search time and type and cli#arch
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4. Choose a log with a video file and click to start playing the log file.

4.2.8 Play External Files

Time  2020-10-0100:0000 . 2020-11-2423:59:59

Major Type Al =
Minor Type [ Select All
[IAlarm Input

No.

[“lAlarm Output

[“IMotion Detection Started

[“IMotion Detection Stopped

[“IVideo Tampering Detection Started

[“Video Tampering Detection Stopped

MPOS Started

[4IPOS Stopped

[MLine Crossing Detection Alarm Started

MLine Crossing Detection Alarm Stopped
Mintrusion Detection Alarm Started

MIntrusion Detection Alarm Stopped

[“1Audio Loss Exception Alarm Started

[“IAudio Loss Exception Alarm Stopped

[“ISudden Change of Sound Intensity Alarm Started
[“1Sudden Change of Sound Intensity Alarm Stopped
[MFace Capture Alarm Started

[MFace Capture Alarm Stopped

CRN LS o PNk At AN e SR sk

Major Type Time
@ Information 20-10-2020 10:30:55
QAlam 20-10-2020 10:31:05
QAlam 20-10-2020 10:31:08
QAlam 20-10-2020 10:31:36
QAlarm 20-10-2020 10:31:38
| Operation 20-10-2020 10:32:50
QAlarm 20-10-2020 10:32:58
| Operation 20-10-2020 10:33:07
| Operation 20-10-2020 10:33:07
| Operation 20-10-2020 10:33:35
| Operation 20-10-2020 10:33:36
QAlam 20-10-2020 10:33:43

Figure 410 Search Log Files

Minor Type

Start Capture

Motion Detection Stopped
Motion Detection Started
Motion Detection Stopped
Motion Detection Started

Local Op: Configure P:

Motion Detection Stopped

Local Op Configure Par.
Local Operation: Configure Parameters

Local Op 1: Configure P: s

Local Op Configure P: s

Motion Detection Started

Figure 411 Play Log Files

You can play files from external storage devices.

Before You Start

Connect the storage device with the video files to your device.

Steps

1. Go toPlayback
2. Click =1 at the lowerleft corner.
3. Click P, or doubleclick the file to play it.

Parameter

N/A
NA
N/A
NA
NA
Image
NA
Image
Image
Image
Image

NA

Play

Ve VNS V' IVA N V)V iV ¥

Export Al

Details
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4.3 Playback Operations

4.3.1 Normal/Smart/Custom Video

During the playback, you can select the following three modes to play the video.

Normal
Video files from the continuous recording.

Smart
Video files fromevents and alarm triggered recording.

Custom
Video files searched by custom conditions.

4.3.2 Set Play Strategy in Important/Custom Mode

When you are in the smart or custom video playback mode, you can set the playing speed
separately for the normal videand the smart/custom video, or you can select to skip the normal
video.
In the Smart/Custom video playback mode, clicko set the play strategy.
WhenDo not Play Normal Videois checked, the device will skip the normal video and play the
smart (motion/ine crossing/intrusion) video and the custom (searched video) only in the
normal speed (X1).
WhenDo not Play Normal Videois unchecked, you can set the play speed for the normal video
the smart/custom video separately. The speed range is from X1 to XMAX.

E@Note

You can set the speed in the singleannel play mode only.

4.3.3 Edit Video Clips

You can cut and export video clips during playback.

Steps

1. Go toPlayback

2. Click +¢ at the bottom toolbar.

3. Set the start time and end time. You can click to set the time period, or set a time segment
on time bar.

4. Click 2 to save the video clip to a storage device.
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4.3.4 Switch between Main Stream and S&tream

You can switch between the main stream and the-strieam during the playback.

Icon Description

Play the video in main stream.

Play the video in subtream.

ClilNote

The encoding parameters for the main stream and-strtbam can be configured Btoragel'h
Encoding Parameters

4.3.5 Thumbnails View

With the thumbnails view on thplayback interface, you can conveniently locate the required
video files on the time bar.
In the playback mode, position the cursor on time bar to get preview thumbnails.

bbb b Badh bbb

020-10-21 02:11:45 Normal m=Event

Figure 412 Thumbnails View
You can click a thumbnail to enter the fatireenplayback.

4.3.6 Fast View

Hold the mouse to drag on the time bar to get a fast view of the video files.

In the Video Playback mode, hold and drag the mouse through the playing time bar to fast view
the video files.

Release the mouse at the required tirpeint to enter the fullscreen playback.
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4.3.7 Digital Zoom

Digital Zoom zooms into the live image in different magnifications (1x to 16x).

Steps

1. Start live view.

2. Click @ from the toolbar.

3. Move the sliding bar or scroll the mouse wheel to zanfaut the image to different
magnifications (1x to 16x).

1
I

e S b

A, -
—_— A 4

Figure 413 Digital Zoom
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Chapter 5 Event

5.1 Normal Event Alarm

5.1.1 Configure Motion Detection Alarms

Motion detection enables the device to detect the moving objects in the monitored area and
trigger alarms.

Steps

1. Go toSystem'hEventifhNormal EventhMotion Detection.
2. Select a camera.

3. Checlenable

4. Set the motion detection rule.

For cameras or videa ClickDraw Areato draw the detection area(s) on the preview scree
recorders have Checkenable Al by Devicé Detection Targeshould be analyzed by
human and vehicle your video recorder.
detection function.

E@Note

If Enable Al by Devicis turned on, the device engine mode should
configured asMotion Detection 2.0

SetDetection TargeasHumanor Vehicleto discard alarms which
are not triggered by human body or vehicle.

For cameras or videa ClickFull screerto set the fullscreen as the detection arear drag
recorders do not on the preview screen to draw the customized detection area.
have human and

vehicle detection

function.

5. SetSensitivity
Sensitivity
Sensitivityranges from 0 to 100. It allows you to calibrate how readily movement triggers the
alarm. A higher value results in the more readily to triggers motion detection.
6. Set the arming schedule. ReferGonfigure Arming Schedell

7. Set linkage actions. Refer@mnfigure Linkage Actions
8. ClickApply.
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5.1.2 Configure Video Loss Alarms

Video loss detection detects video loss of a channel and takes alarm response action(s).

Steps

1. Go toSystemhEventifbNormal EventhVideo Loss

2. Select a camera.

3. Checlenable

4. Set the arming schedule. ReferGonfigure Arming Schedule
5. Set linkage actions. Refer@mnfigure Linkage Acins

5.1.3 Configure Video Tampering Alarms

Video tampering detection triggered an alarm when the camera lens is covered and takes alarm
response action(s).

Steps

1. Go toSystem'hEventihNormal EventhVideo Tampering

2. Select a camera.

3. Checlenabe.

4. Set the video tampering area. Drag on the preview screen to draw the customized video
tampering area.

5. SetSensitivity(0-2). 3 levels are available. The sensitivity calibrates how readily movement
triggers the alarm. A higher value more readiigg@ers the video tampering detection.

6. Set the arming schedule. ReferGonfigure Arming Schedule

7. Set linkage actions. Refer@mnfigure Linkage Actions

5.1.4 Configure Sensor Alarms

Set the handling action of an external sensor alarm.

Steps

1. Go toSystemlhEventlhNormal EventhAlarm Input

2. Select an alarm input item from the list and cli ¢

3. Select the alarm input type.

4. Edit the alarm name.

5. Checknput.

6. Set the aning schedule. Refer ©©onfigure Arming Schedule
7. Set linkage actions. Refer@mnfigure Linkage Actions

5.1.5 Configure Exceptions Alarms

Exception events can be configured to take themvhint in the Live View window and trigger
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alarm output and linkage actions.

Steps

1. Go toSysteml'hEventlhNormal Event hException

2. Optional: Enable the event hint to display it in the live view window.
1) Checlenable Event Hint
2) Click:-: to select the exception type(s) to take the event hint.

Event Hint Settings

~|HDD Full

~JHDD Error

“INetwork Disconnected
<|IP Conflicted

~lllegal Login

“Ivideo Signal Loss
|Alarm Input Triggered

“Video Tamper Detected

OK Cancel

Figure 51 Event Hint Settings
3. Select an exception type.

Enable Event Hint [~

Event Hint Config... €03

Exception Type HDD Full v

Figure 52 Exceptions Handling
4. Set the linkage actions. Refer@onfigure Linkage Actions

5.2 VCAEvent Alarm

The device supports receiving VCA detections sent by connected IP cameras. Enable and configure
VCA detection on the IP camera settings interface first.
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@Note

VCA detections must be supported by the connected IP camera.
Refer to the network caera user manual for detailed VCA detection instructions.

5.2.1 Temperature Screening

After specified thermography cameras are connected, the device can display temperature
measurement results, and notify you with audio alert when normal or abnotemaperature is
detected.

Before You Start
Ensure your thermography camera supports this function, and it is properly configured.

Steps

. Go toSystemMEventlfhbSmart Event

. Select the optical channel of thermography camera.

. Click-ace Capture

.Optional: Checkave VCA Pictuite save the captured pictures of face detection.

. Set the arming schedule. Refer@onfigure Arming Schedule

. Set linkage actions. Refer@mnfigure Linkge Actions If you require to implement linkage
actions only when the thermography camera detects abnormal temperature, oNec&rmal
Body Temperaturan Rule Settings

[ENote

The abnormal temperature is detected and defined by the thermography camera.

OO, WNPER

7. ClickApply.

What to do next

You can checl& of Targetin live view to view detection results.
You can go t&ile ManagementhSmart SearclibSearch by Appearand® search detection
results.

5.2.2 Object Thrown from Building

This function can identifthe event of throwing objects from building and identify the real target.

Before You Start
Ensure your camera supports this function.

Steps
1. Go toConfigurationflhVCA'HObject Thrown from Buildingia web browser.

2. Select a camera.
3. Checlenable ®ject Thrown from Building
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4. ClickArea Settingsand click © to draw rule area.

5.
6.

7.
8.
9.

ClilNote

1. Click © to start drawing, left click each time on the screen to determine a vertex, right
click to stop drawing. The inside of the drawn polygon is the shielded area. If you make a
mistake, you can clic< and redraw.

2. Itis recommended to draw the detection areecarding to the outline of the building in
the screen.

EnterRule Name The default name is rule 1.
Set the detection parameters.
Sensitivity
Used to detect and filter object(s) that are definitely not thrown from the building. The higher
the value, the greater the possibility of a false alarm. Default value of 50 is recommended.
Detection Confidence
Used to detect suspicious object(s) in the detection area. The lower the value, the easier it is
to detect the object in the video and make a grdent. Default value of 50 is recommended.
Target Confidence

Used to determine if the target is a real object thrown from building. The lower the value, the
easier it is for a detected object in the video to be determined as an object thrown from
building and the greater the likelihood of a false alarm. Default value of 50 is recommended.

EENote

Default value is recommended at first. Adjustment can be made if false alarm is triggered
frequently during the operation. Target confidence is recommended tadjested initially, and
detection confidence is recommended to be adjusted later if no sound detection results
provided. If still, there is no obvious effect, then adjust the sensitivity.

Clicksave
ClickArming ScheduleRefer toConfigure Arming Schedule
Click.inkage Method Refer toConfigure Linkage Actions

10. Configureshield Region

1) ClickShield Region
2) Draw the region.

EENote

1. If there are parts of the screen (eithesithin or outside the detection area) that do not
need to be detected (such as an area where the light jumps from time to time or leaves
often drift by and trigger false alarms, etc.), you can draw it as a shield region.

2. Click © to start drawing, left click each time on the screen to determine a vertex, right

72



Network Video Recorder User Manual

click to stop drawing. The inside of the drawn polygon is the shielded area. If you make a
mistake, you can clicl < and redraw.
3. 8 shield regions are supported.

11. Clicksave

5.2.3 Loitering Detection

Loitering detection is used to detect whether a target stays within a specified area longer than the
set time and trigger alarm for linked actions.

Steps
1. Go toSmart Analysi$bSmart Event SettingBhOther Events

2. Sekct a camera.
3. ClicK_oitering Detection

Enable Loitering Detection

Area Settings  Arming Schedule  Linkage Action

Arming Area 1
Time Thres...1 — se— — 10 1
Sensitivity 1 ss— = 100 96

Draw Area Clear

Apply

Figure 53 Loitering Detection

4. Checlenable Loitering Detection
5. Optional: ChecBave VCA Picturt® save the captured loitering detection pictures.
6. Set loitering detection parameters.

1) SelecArmingArea
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TlilNote

Up to 4 areas are selectable.

2) SetTime Threshold

Time Threshold

The time of the target staying in the region. If the value is 10, an alarm is triggered after the
target has stayed in the region for 10 s. RangetQlL
3) SetSensitivity.
Sensitivity
Similarity of the background image to the object. The higher the value is, more easily the
detection alarm will be triggered.
7. Set the arming schedule. ReferGonfigure Arming Schedule

8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

5.2.4 People Gathering Detection

People gathering detection is used to detect whether the density of human bodies within a
specified area exceedBe set value and trigger alarm for linked actions.

Steps

1. Go toSmart Analysi$hSmart Event SettingBhOther Events
2. Select a camera.
3. ClickPeople Gathering
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|Enable People Gathering D...

Area Seflings  Arming Schedule  Linkage Action

1444444494494444

03-06-2019 FHI= 20:18:28 : Arming Area 1

Percentage 1 = = 100 1

Draw Area Clear

Apply

Figure 54 People Gathering Detection

4. Checlenable People Gathering Detection
5. Optional: ChecBave VCA Picturt® save the captured people gathering detection pictures.
6. Set people gathering detection parameters.

1) SelecArming Area

E@Note

Up to 4 areas are selectable.

2) Clickbraw Areato draw a quadrilateral in the preview window by specifying four vertices of
the area.
3) SetPercentage

Percentage

The density of human bodies within the area. If it exceeds the threshold value, the device
will trigger alarm.

7. Set the arming schedulRefer toConfigure Arming Schedule

8. Set the linkage actions. ReferGonfigure Linkage Actions

9. ClickApply.

5.2.5 Fast Moving Detection

Fast moving detection is used to detect suspicious running and chasinespeenl, and fast
moving. It will trigger alarm when an object is moving fast and send notification to arming host so
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that necessary actions can be taken in advance.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.

3. ClickFast Moving

Enable Fast Moving Detection

Area Seflings  Arming Schedule  Linkage Action

1444444444444 )
04-05-2019 FHAT 20:31:34 % Arming Area 1
= o

Sensitivity 1 se— — 100 | 100

Draw Area Clear

Apply

Figure 55 Fast Moving Detection

4. Checlenable Fast Moving
5. Optional: ChecBave VCA Picturt® save the captured fast moving detection pictures.
6. Setfast moving detection parameters.
1) SelecArming RegionUp to 4 regions are selectable.
2) Clickbraw Areato draw a quadrilateral in the preview window by specifying four vertices of
the area.
3) SetSensitivity.
Sensitivity
Similarity of the backgrnd image to the object. The higher the value is, more easily the
detection alarm will be triggered.
7. Set the arming schedule. ReferGonfigure Arming Schedule
8. Set the linkage actions. ReferGonfigure Linkage Actions
9. ClickApply.

5.2.6 Parking Detection

Parking detection is used to detect parking violation in the area, applicable in expressway and one
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way street.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. ClickParking

Enable Parking Detection

Area Seftings  Arming Schedule  Linkage Action

1444444944944 )
03-06-2019 PEHI= 20:26:14 w Arming Area 1

Time Thres..5 == — 20 5

Sensitivity 1 = == 100 100

Draw Area Clear

Apply

Figure 56 Parking Detection

4. Checlenable Parking Detectian
5. Optional: ChecBave VCA Picture save the captured parking detection pictures.
6. Set parking detection parameters.

1) SelecArming Area

[@Note

Up to 4 areas are selectable.

2) SetTime Threshold

Time Threshold
The time of a vehicle staying in the region. If the value is 10, an alarm will be triggered after
the vehicle has stayed in the region for 10 s. Rang20]5
3) SetSensitivity.
Sendivity
Similarity of the background image to the object. The higher the value is, more easily the
detection alarm will be triggered.
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7. Set the arming schedule. ReferGonfigure Arming Schedule
8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

5.2.7 Unattended Baggage Detection

Unattended baggage detection detects the objects left over in a predefined region such as the
baggage, pursesiangerous materials, etc., and a series of actions can be taken when the alarm is
triggered.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. ClickUnattended Baggage

|Enable Unattended Baggag...

Area Settings  Arming Schedule  Linkage Action

Arming Area 1
Time Thres...5  =e— = 3600 5

Sensitivity 1 se— == 100 50

Stop Drawing Clear

Figure 57 Unattended Baggage Detection

4. Checlenable Unattended Baggage Detection
5. Optional: ChecBave VCA Pictur® save the captured unattended baggage detection pictures.
6. Set the detection rules and detection areas.

1) SelecArming Area

EENote

Up to 4 areas are selectable.

2) Drag the sliders to s@ime Thresholdand Sensitivity.
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Time Threshold

The time of the objects left in the region. If the value is 10, an alarm will be triggered after
the object is left and stayed in the region for 10 s. Rang€0[5
Sensitivity
Similarity of the background image to the object. The higher the value is, more easily the
detection alarm will be triggered.
3) Clickbraw Regiorand draw a quadrilateral in the preview window.

7. Set the arming schedule. ReferGonfigure Arming Schedule

8. Set linkage actions. Refer@mnfigure Linkage Actions

9. ClickApply.

5.2.8 Object Removal Detection

The object removal detection function detects the objects removed from a predefegadn,
such as the exhibits on display, and a series of actions can be taken when the alarm is triggered.

Steps

1. Go toSmart Analysi$hSmart Event SettinghOther Events
2. Select a camera.
3. ClickObject Removable

|Enable Object Removal Det...

Area Settings  Arming Schedule  Linkage Action

Arming Area 1
Time Thres...5  se— w3600 5

Sensitivity 1 ee—— = 100 50

Draw Area Clear

Figure 58 Object RemovaDetection

4. Checlenable Object Removable Detection
5. Optional: ChecBave VCA Pictur® save the captured object removable detection pictures.
6. Follow these steps to set the detection rules and detection areas.
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1) SelecArming Area

ClilNote

Up to 4areas are selectable.

2) Drag the sliders to s@ime Thresholdind Sensitivity.

Time Threshold

The time of the objects removed from the region. If the value is 10, alarm will be triggered
after the object disappears from the region for 10 s. Rang@d]5
Sensitivity
The similarity degree of the background image. If the sensitivity is high, a very small object
taken from the region will trigger the alarm.
3) ClickDraw Areaand draw a quadrilateral in the preview window by specifying four vertices of
the detection region.
7. Set the arming schedule. ReferGonfigure Arming Schedule
8. Set the linkage actions. Refer@onfigure Linkage Actions
9. ClickApply.

5.2.9 Audio Exceptioetection

Audio exception detection detects abnormal sounds in the scene, such as a sudden
increase/decrease in sound intensity.

Steps

1. Go toSmart Analysi$hSmart Event SettinghOther Events
2. Select a camera.
3. ClickAudio Exception
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| Face Defection ) [ Vehicle ) ( Line Crossing ) Intrusion ) [Region Entrance) | Region Exiting | Unattended Ba.., (Object Removal)

- Defocus Sudden Scene ../ PIR Alarm

Camera [D1] IPCamera 01 Save VCAPI...

Exception Detection  Arming Schedule  Linkage Action

[ Audio Loss Exception
Sudden Increase of Sound Intens....

Sudden Decrease of Sound Inten

Figure5-9 Audio Exception Detection
4. Optional: ChecBave VCA Picturte save the captured audio exception detection pictures.

5. Set the detection rules.

1) SelecException Detection
2) CheclAudio Loss Exceptigrsudden Increase of Sound Intensity Detectj@and/or Sudden

Decrease of Sound Intensity Detection

Audio Loss Exception
Detects a steep sound rise in the scene. Satsitivityand Sound Intensity Thresholébr
the steep sound rise.

Sensitivity
The smaller the value is, the more severely the gfeawould trigger the detection. Range
[1-100].

Sound Intensity Threshold
It can filter the sound in the environment. The louder the environment sound is, the higher

the value should be. Adjust it according to the environment. Rand®Q].

Sudden Decreasof Sound Intensity Detection
Detects a steep sound drop in the scene. Detection sensitiAty(l.
6. Set the arming schedule. ReferGonfigure Arming Schedule
7. Set the linkage actions. ReferGonfigure Linkage Actions

8. ClickApply.
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5.2.10 Defocus Detection

Image blur caused by lens defocus can be detected.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. ClickDefocus

[JEnable Sensitivity 1 s— w==_ 100 100

Arming Schedule  Linkage Action

. Continuous None -

0 2 4 6 8 10 12 14 16 18 20 22 24

.
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Figure 510 Defocus Detection

4. Checlenable
5. Optional: ChecBave VCA Picturt® save the captured defocus detection pictures.
6. Set the detection sensitivity.

Sensitivity
Sensitivity range: FLOO]. The higher the value is, the more easily théodas image will be
detected.
7. Set the arming schedule. ReferGonfigure Arming Schedule

8. Set the linkage actions. ReferGonfigure Linkage Actions
9. ClickApply.

5.2.11 Sudden Sceréhange Detection

Scene change detection detects the change of the video security environment affected by external
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factors, such as the intentional rotation of the camera.
Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a caara.
3. Clicksudden Scene Change

__|Enable Sensitivity 1 e— = 100 50

Arming Schedule  Linkage Action

B continuous None -

0 2 4 6 8 10 12 14 16 18 20 22 24

v NN ERREEREENENNNNEEN.
w  [AHHEEEEEEEEEEEEEEEE .. -
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(4]
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-

Apply

Figure 511 Sudden Scene Change

4. Checlenable
5. Optional: ChecBave VCA Picturt® save the captured sudden scene change detection pictures.
6. Set the detection sensitivity.

Sensitivity
Ranges from 1 to 100, tHegher the value, the more easily the change of scene can trigger
the alarm.
7. Set the arming schedule. ReferGonfigure Arming Schedule

8. Set the linkage actions. Refer@onfigure Linkag Actions
9. ClickApply.

5.2.12 PIR Alarm

A PIR (Passive Infrared) alarm is triggered when an intruder moves within the detector vision field.
The heat energy dissipated by a person or any other warm blooded creature such as dogs, cats,
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etc., can be deteted.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events
2. Select a camera.
3. ClickPIR Alarm

(| Enable PIR Alarm

Arming Schedule  Linkage Action

. Continuous None -

0 2 4 6 8 10 12 14 16 18 20 22 24
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Figure 512 PIR Alarm

4. CheclPIR Alarm

5. Optional: ChecBave VCA Pictut® save the captured of PIR alarm pictures.
6. Set the arming schedule. ReferGonfigure Arming Schedule

7. Set the linkage actions. ReferGonfigure Linkage Actions

8. ClickApply.

5.2.13 Thermal Camera Detection

The NVR supports the event detection modes of the thermal network cameras: fire and smoke
detection, temperature detection, temperature difference detection, etc.

Before You Start
Add the thermal network camera to your device and make sure the camacdivaited.
Steps

1. Go toSmart Analysi$hSmart Event SettinghOther Events
2. Select a thermal camera.
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3. Optional: Checkave VCA Picturie® save the captured pictures of detection.
4. Select an event detection (Temperature Measurement Alarm, etc.).

5. Set the arming schedule. ReferGonfigure Arming Schedule

6. Set the linkage actions. ReferGonfigure Linkage Actions

7. ClickApply.

5.2.14 Queue Management

After connecting with quee management camera, you can set the arming schedule and linkage
action of queue management.

Before You Start
Ensure the recorder have connected with queue management camera.

Steps

1. Go toSmart Analysi$bSmart Event SettingBhOther Events

2. Select queue management camera.

3. Optional: ChecBave VCA Pictur® save the captured pictures of detection.
4. Set the arming schedule. Refer to Chag@@enfigure Arming Schedufer details.
5. Set the linkage actions. ReferChapterConfigure Linkage Actiorf®r details.

6. ClickApply.

5.3 Configure Arming Schedule

Steps

1. ClickArming Schedule
2. Clickedit.
3. Select a day of the week and set the time period. Up to eight time pecantdbe set each day.

E@Note

Time periods cannot repeat or overlapped.
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Edit
Weekday Mon -
Start/End Time 00:00-24:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Start/End Time 00:00-00:00
Copy Apply OK Cancel

Figure 513 Set Arming Schedule

4. You can clickopyto copy the current day arming schedule settings to other day(s).
5. ClickApplyto save the settings.

5.4 Configure Linkage fions

Alarm linkage actions will be activated when an alarm or exception occurs.

5.4.1 Configure Auteswitch Full Screen Monitoring

When an alarm is triggered, the local monitor displays in full screen the video image from the
alarming channel configured for full screen monitoring. And when the alarm is triggered
simultaneously in several channels, you must configure the-awtitch dwell time.

HﬂNote

Auto-switch will terminate once the alarm stops and back to the live view interface.
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Steps

1. Go toSystemlbpLive View hGeneral
2. Set the event output and dwell time.

Event Output
Select the output to show the event video.

Full Screen Monitoring Dwell Time

Set the time in seconds to show the alarm event screen. If alarms are triggered
simultaneously in several channels, their&dreen images will be switched at an interval of
10 seconds (default dwell time).
3. Go to theLinkage Actiorinterface of the alarm detection (e.g., motion detection, video
tampering, face detection, etc.).
4. Select thd-ull Screen Monitoringlarm linkage action.
5. Select the channel(s) Trigger Channéfor full screen monitoring.

5.4.2 Confijure Audio Warning

The audio warning has the system to trigger an audible beep when an alarm is detected.

Steps

1. Go toSystemhView lhGeneral

2. Enable the audio output and set the volume.

3. Go toLinkage Actionnterface of the alarm detection (e.g., motion detection, video tampering,
face detection, etc.).

4. Select theAudio Warningalarm linkage action.

5.4.3 Notify Surveillance Center

The device can send an exception or alarm signal to the remote alarmvhestan event occurs.
The alarm host refers to the PC installed with client software (e.g.,- 4208, IVM$200).

Steps

1. Go toSystem'hNetwork MlhAdvancedihMore Settings

2. Set the alarm host IP and alarm host port.

3. Go toLinkage Actiorinterfaceof the alarm detection (e.g., motion detection, video tampering,
face detection, etc.).

4. SelectNotify Surveillance Center

5.4.4 Configure Email Linkage

The system can send an email with alarm information to a user or users when an alarm is
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detected.

Steps

1. Go toSystemhNetwork MhAdvancedbEmail

2. Set the email parameters.

3. ClickApply.

4. Go to theLinkage Actionnterface of the alarm detection (e.g., motion detection, video
tampering, face detection, etc.).

5. SelecSend Emaialarm linkae action.

5.4.5 Trigger Alarm Output

The alarm output can be triggered by the alarm input, motion detection, video tampering
detection, face detection, line crossing detection, and any all other events.
Steps

1. Go toLinkage Actiorof the alarm detectin (e.g., motion detection, face detection, line
crossing detection, intrusion detection, etc.).

2. InTrigger Alarm Outputsselect the alarm output(s) to trigger.

3. Go toSystemlhEventrbNormal EventhAlarm Output

4. Select an alarm output item frothe list.

5.4.6 Configure Audio and Light Alarm Linkage

For certain network cameras, you can set the alarm linkage action as audio alarm or light alarm.

Before You Start
Ensure your camera supports audio and light alarm linkage.
Ensure the audio outpwnd volume are properly configured.
Steps

1. Go to the linkage action interface of the alarm detection (e.g., motion detection).
2. SetAudio and Light Alarm Linkages your desire.
3. ClickApply.

5.4.7 Configure PTZ Linkage

The system can trigger tH&TZ actions (e.g., call preset/patrol/pattern) when the alarm event, or
VCA detection events occurs.

Before You Start

Make sure the connected PTZ or speed dome connected supports PTZ linkage.

Steps

1. Go toLinkage Actioninterface of the alarm input o¥CA detection (e.g., face detection, line
crossing detection, intrusion detection, etc.).
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2. Select thd®TZ Linkage
3. Select the camera to perform the PTZ actions.
4. Select the preset/patrol/pattern No. to call when the alarm events occur.

ClilNote

You carset only one PTZ type for the linkage action each time.
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Chapter 6 Smart Analysis

CliNote

The available functions in this chapter may vary according to different models.

6.1 Engine Configuration

Each engine processes a specified VCA type as its warkithgy You can configure the engine
working mode as your desire.

Steps
1. Go toSmart Analysi$bEngine Setting§bEngine Configuration

Engine Cenfiguration and Usage

Engin 19°C  Working

Perimeter Protecti -
Real-lime An Linked 1/16

D1

Face Caplure  Linked 1/8
D1

Apply

Figure 61 Engine Configuration

2. Configure each engine usage. You can view the engine temperature andclvaécetk! status of
each function.
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TlilNote

If the engine has been bound with channel(s), switching engine working mode will unbind the
engine and channel(s), and cancel the related smart event of the channel.

3. ClickApplyto save the settings.

6.2 Facdicture Comparison

The device supports the face picture comparison alarm and face capture for the connected camera
based on face recognition feature.

Go toSmart Analysi$hEngine Setting§hEngine ConfigurationConfigure at least one engine

usage asacal Recognition Refer toEngine Configuratiorior details.

ClilNote

The chapter is only available for certain models.

6.2.1 Face Grading Configuration

Face grading is used for face picture selection. According togigfahce, tilt angle and pan
angle, it only uses face pictures which satisfy grading requirement for analysis. Larger pupil
distance, smaller tilt and pan angle, better it would be for analysis.

Steps
1. Go toSmart Analysi$bEngine Setting§bFace Gradfig.

Enable Face G...

Pupil Distance 2 30 18 - 719
Tilt Angle (%) < 45 0 - 90
Pan Angle (°) < 45 0 = 90

Figure 62 Face Grading

2. Checlenable Face Grading
3. SetPupil DistanceTilt Angle andPan Angle

Pupil Distance

91



Network Video Recorder User Manual

Pupil distance is the distance between two pupils. In order to get better detection result, the
pupil distance shall not be less than 40, and the recommended value is 60.

Tilt Angle
Tilt angle is the angle between your view and horizontal plane.
Pan Angd
Pan angle is the angle between your view and vertical plane.
4. ClickApply.

What to do next

After face picture modeling, you can view face grading score of each face picture via web
browser inConfigurationhFace Picture Library

You can click'v in Smart AnalysiShFace Picture Databade select face picture by face
grading score.

6.2.2 Face Capture

The face capture detects and captures faces appearing in the scene. Linkage actions can be
triggered when a human face is detected.

Steps

1. Go toSmartAnalysisThSmart Event SettingBhFacial Recognition
2. Click-ace Capture

" |Enable Face... Sensitivity 1

Arming Schedule  Linkage Action

. Continuous None Edit
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von [ .
voe NN N O O O B BN BN R
weo [ HIHHENEENEREEEENENEN.-
v [N N N O I O O A R
Fri N N N O I O
sat | HNNN N N N I O O N
s [HHEEENEEEEEENN .-

n

w

-

[3.]

(]

-~

Figure 63 Face Capture
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3. Select a camera to configure.

4. Checlenable Face Capture

5. Optional: CheckBave VCA Pictur® save the captured pictures of face detection.
6. Set the detection sensitivity.

_lilNote

Sensitivity range: [b]. The higher the value is, the easier faces will be detected.

7. Set the arming schedule. ReferGonfigure Arming Schedule
8. Set linkage actions. Refer@mnfigure Linkage Actions
9. ClickApply.

6.2.3 Face Picture Library Management

Face picture library is mainly used for face picture storage and face picture comparison.

Add a Face Picture Library

Steps

1. Go toSmart Analysi$bFace Picture Database
2. Click

3. Enter the face picture library name.

4. ClickOK

EENote

You can click” or < to edit the library name or delete the library.

Upload Face Pictures to the Library

Face picture comparison is based on face picturdke library. You can upload a single face
picture or import multiple face pictures to the library.

Before You Start

Ensure the picture format is JPEG or JPG.
For each picture, ensure it only has one face.
Import all pictures to a backup device in adean

Steps

1. Select a face picture library in the list.
2. ClickAdd or Import Face Picture Library
3. Import picture(s).
¢ Add: Select a picture to import and cliohkport.
¢ Import Face Picture Libraryselect multiple pictures to import and clickport.
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4. Optional: Select pictures and cliCkpy toto copy the uploaded pictures of the current library
to other library.

5. Optional: Select a picture and clEE#itto modify the picture information.
6. Optional: Select a picture from the list and clixdete to delete the picture.

7. Optional: Select a library and cliekport Face Picture Libratg export library to backup
device.

8. Optional: Click== or to view by figure or list.

6.2.4 Face Picture Comparison Alarm

Configure Face Picture Comparison

Canpare detected face pictures with specified face picture library. Trigger alarm when comparison
succeeded.
Steps

1. Go toSmart Analysi$bSmart Event SettingBbFacial Recognition
2. Select a camera.
3. Clickace Picture Comparison
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Select Mode Face Picture Comparison v Enable Face Picture Comparison

Alarm Parameters  Arming Schedule Linkage Succeeded Linkage Failed
Comparison Fa... Compare failed

Comparison Su... Welcome

o Library Name Edit Similarity

test

444re2

Enable Alarm Output Pulse

Apply

Figure 64 FacePicture Comparison

4. SetMode asFace Picture Comparison

5. Checlenable Face Picture Comparison

6. Optional: ChecBave VCA Pictutte save the captured pictures of VCA detection. After the face
picture comparison is enabled, the comparison resultsbeluploaded for face comparison
alarm. If the comparison produced a match, both the #@ak face picture and the target
picture from the library will be uploaded. If no match is produced, the-tiea face picture is
uploaded to center only. Up to ®onected cameras can be configured for face picture
comparison simultaneously.

7. Optional: Se€omparison Failed PrompComparison Succeeded Prom@ndEnable Alarm
Output Pulse

Comparison Failed Prompt
It will display the prompt in live viewarget tection (with Facial Detectiorchecked) or
Facial Recognitiowhen face picture comparison failed. You can cEXin live view to
enter Facial Recognition interface.

Comparison Succeeded Prompt
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It will display the prompt irfFacial Recognitiowhen face picture comparison succeeded. You
can clickEd in live view to enter Facial Recognition interface.

Enable Alarm Output Pulse

It is usually linked with a gate. When a person is passing a gate, if the comparison succeeded,
it will trigger a pulseéo open the gate. The pulse is between 100 to 900 ms. You calazet
Output Pulse (msjn SystemhEventlhNormal EventbAlarm Output

8. Select face picture libraries and set similarity.

9. Set the arming schedule. ReferGonfigure Arming Schedule

10. Set the linkage actions when face picture comparison succeeded or failed. Reerfigure

Linkage Actions
11. Optional: Configure face grading parameters. Ref&aime Grading Configuration
12. ClickApplyto save the settings.

6.2.5 Face Picture Search

Search by Face Picture Comparison Event

Search face picture by face picture comparison results.

Steps

1. Go toSmart Analysi$hSmartSearchibFace SearchhSearch by Event

2. Set the start time and end time.

3. Select a channel.

4. Selectvent TypeasFace Picture Comparison

5. ClickStart SearchThe search result list displays 1 channel.

6. ClickChannelo select a channel as yodesire. It will display search results for the selected
channel.

What to do next
Refer toView Searching Result

Search by Uploaded Picture

You can search the face pictures by uploaded picture.

Steps
1. Go toSmartAnalysisThSmart SearclibFace SearchhSearch by Picture
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Upkad Samgla
from Local
=1
‘ 8
Upload Sampla
from Face Picture
Datsbase
Het more than & pochures ter zample cache 00
IP Channel [~ Carnera
Time Segment Today = 2020-01-1300:00: &5 - | 2020-01-13 23:59: &
Similariny50~10m > B0

 Stat Search

Figure 65 Search by Uploaded Picture
2. Select a channel.
3. Select face pictures for search.
¢ ClickUpload Sample from Locaind select face pictures from your local directory.

¢ ClickUpload Samje from Face Picture Databasad select face pictures from created face
picture libraries.

4. Set the start time and end time.
5. Set theSimilarity value (range: 0 to 100). Device will analyze the similarity between samples

and face pictures in libraryna show pictures the similarity of which are higher than the set
one.

6. ClickStart SearchThe search result list displays 1 channel.

7. ClickChannelo select a channel as your desire. It will display search results for the selected
channel.

What to donext
Refer toView Searching Result

Search by Personal Name

Search face picture by personal name.
Steps
1. Go toSmart Analysi$hSmart SearclihFace SearchhSearch by Name
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IF Channel [(All) Camera
Time Segment Today - 2020-01-13 0000 =5 - 2020-01-1323 59

MName

Start Search

Figure 66 Search by Personal Name

2. Setthe start time and end time of the face pictures to search.

3. Select a channel.

4. Enter a name.

5. ClickStart SearchThe search result list displays 1 channel.

6. ClickChannelo select a channel as your desire. It will display search results faetlketed
channel.

What to do next
Refer toView Searching Result

Search by Appearance

Search face picture by appearance.

Steps

1. Go toSmart Analysi$hSmart SearclibFace SearchhSearch by Appearance

2. Set search coritibns.

3. Clickstart SearchThe search result list displays 1 channel.

4. ClickChannelto select a channel as your desire. It will display search results for the selected
channel.
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What to do next
Refer toView Searchindresult

View Searching Result

Double click a file to view the related video.

ClickAdd to Face Databas® add the selected file(s) to a face picture library.

ClickAdd to Sampldo add the select file(s) as sample picture(s). You can use the sample
picture(s) to search other pictures. ReferSearch by Uploaded Picture

ClickExportto export the selected file(s) to a backup device. You can$étdct Alto select all
files.

ClilNote

You can clicHll to view export progress.
You can click v to return to search interface.

6.3 Perimeter Protection

Go toSmart Analysi$hEngine Setting§hEngine ConfigurationConfigure at least one engine
usage a®erimeter Protection Refer toEngineConfigurationfor details.

E@Note

The chapter is only available for certain models.

6.3.1 Line Crossing Detection

Line crossing detection detects people, vehicles, and objects crossing a set virtual line. The
detection direction can be set as bidirectidnfrom left to right or from right to left.

Steps

1. Go toSmart Analysi$hSmart Event SettingBhPerimeter Protection
2. Select a camera.
3. ClickLine Crossing
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Enable Line Crossing Detection

Area Settings Arming Schedule  Linkage Action

11-19-2019 Tue 163

Arming Area 1
Direction A<->B
Sensitivity 1 e— = 100 50

Target Human Vehicle

Draw Area Clear

Apply

Figure 67 Line Crossing Detection

4. Checlenable Line Crossing Detection
5. Optional: CheckBave VCA Picturt® save the captured pictures of line crossing detection.
6. Optional: Checknable Al by Device
The device will analyze the video, and cameras only transmit video stream.
7. Set the line crossing detection rules atetection areas.
1) Select an arming area.
2) SelecDirectionasA<->B A->B, or A<B.

A<>B
Only the arrow on the B side shows. When an object goes across the configured line with
both directions can be detected and alarms are triggered.
A->B
Only theobject crossing the configured line from the A side to the B side can be detected.
B->A

Only the object crossing the configured line from the B side to the A side can be detected.
3) Set the detection sensitivity. The higher the value is, the more dhsilyetection alarm can
be triggered.
4) Clickoraw Region
5) Draw a virtual line in the preview window.
8. Optional: Draw the maximum size/minimum size for targets.

E@Note

Only the targets in the size ranging from maximum size to minimum size will thiggerossing
detection.
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1) ClickMax. SizéMin. Size
2) Draw an area in preview window.
3) ClickStop Drawing
9. Optional: Selectarget of InteresasHuman Bodyor Vehicleto discard alarms which are not
triggered by human body or vehicle.
10. Sethe arming schedule. Refer ©@onfigure Arming Schedule
11. Set linkage actions. Refer@onfigure Linkage Actions
12. ClickApply.

6.3.2 Intrusion Detection

Intrusion detection functiordetects people, vehicles or other objects that enter and loiter in a
pre-defined virtual region. Specific actions can be taken when an alarm is triggered.

Steps

1. Go toSmart Analysi$bhSmart Event SettingBbPerimeter Protection

2. Select a camera.
3. Clickintrusion.

Enable Intrusion Detection

Area Settings Arming Schedule Linkage Action

Virtual Plane 1
Time Thre... 0 = 10 5
Sensitivity 1 == 100 50

Target Human Vehicle

P359iT02

Stop Drawing Clear

Figure 68 Intrusion Detection

4. Checlkenable Intrusion Detection
5. Optional: ChecBave VCA Pictur® save the captured intrusion detection pictures.
6. Optional: Checknable Al by Device
The device will analyze the video, at&imeras only transmit video stream.
7. Set the detection rules and detection areas.
1) Select a virtual panel. Up to 4 virtual panels are selectable.
2) SefTime ThresholdandSensitivity.
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Time Threshold

The time an object loiter in the region. When tdaration of the object in the defined
detection area exceeds the threshold, the device will trigger an alarm.

Sensitivity
Sensitivity is the object size which is able to trigger an alarm. The higher the sensitivity is,
the more easily the detection alarmill be triggered.
3) Clickbraw Area

4) Draw a quadrilateral in the preview window.
8. Optional: Draw the maximum size/minimum size for targets.

TilNote

Only the targets in the size ranging from maximum size to minimum size will trigger Intrusion
detection

1) ClickMax. SizéMin. Size
2) Draw an area in preview window.
3) ClickStop Drawing
9. Optional: Selectarget of InteresasHuman Bodyor Vehicleto discard alarms which are not
triggered by human body or vehicle.
10. Set the arming schedule. Refei@onfigure Arming Schedule
11. Set linkage actions. Refer@onfigure Linkage Actions
12. ClickApply.

6.3.3 Region Entrance Detection

Region entrance detection detects objects that enter a predefined virtual region.

Steps

1. Go toSmart Analysi$hSmart Event SettingBhPerimeter Protection
2. Select a camera.
3. ClickRegion Entrance Detection
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Enable Region Entrance De..

Area Settings Arming Schedule Linkage Action

Arming Area 1
Sensitivity 1 = 100 50

Target .. Human ... Vehicle

P359iT102

Stop Drawing Clear

Apply

Figure 69 Region Entrance Detection

4. Checlenable Region Entrance Detection
5. Optional: ChecBave VCA Pictur® save the captured pictures of region entrance detection
pictures.
6. Optional: Checknable Al by Device
The device will analyze the video, and cameras only transmit videans.
7. Set detection rules and detection areas.
1) SelecArming RegionUp to 4 regions are selectable.
2) SetSensitivity. The higher the value is, the easier the detection alarm will be triggered. Its
range is [6100].
3) Clickbraw Regionand drawa quadrilateral in the preview window.
8. Optional: Draw the maximum size/minimum size for targets. Only the targets in the size ranging
from maximum size to minimum size will trigger line crossing detection.
1) ClickMax. SizéMin. Size
2) Draw an areanipreview window.
3) Clickstop Drawing
9. Optional: Selectarget of InterestasHuman Bodyor Vehicleto discard alarms which are not
triggered by human body or vehicle.
10. Set the arming schedule. Refei@GonfigureArming Schedule
11. Set linkage actions. Refer@onfigure Linkage Actions
12. ClickApply.
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6.3.4 Region Exiting Detection

Region exiting detection detects objects that exit from a predefined virtual region.

Steps
1. Go b Smart Analysi$bSmart Event SettingBhPerimeter Protection

2. Select a camera.
3. ClickRegion Exiting

Enable Region Exiting Dete

Area Settings  Arming Schedule  Linkage Action

Arming Area 1
Sensitivity 1 == 100 50

Target .. Human ... Vehicle

P359iT02 Zz0041

Stop Drawing Clear

Figure 610 Region Exiting Detection

4. Checlenable Region Exiting Detection
5. Optional: ChecBave VCA Picturi® save the captured region g detection pictures.
6. Optional: Checknable Al by Device
The device will analyze the video, and cameras only transmit video stream.
7. Follow these steps to set the detection rules and detection areas.
1) SelecArming RegionUp to 4 regions arselectable.
2) SetSensitivity. The higher the value is, the more easily the detection alarm will be triggered.
Its range is [@L00].
3) Clickbraw Regiorand draw a quadrilateral in the preview window.
8. Optional: Draw the maximum size/minimum sizetfogets. Only the targets in the size ranging
from maximum size to minimum size will trigger line crossing detection.
1) ClickMax. SizéMin. Size
2) Draw an area in preview window.
3) Clickstop Drawing
9. Optional: Selectarget of InterestasHuman Baly or Vehicleto discard alarms which are not
triggered by human body or vehicle.
10. Set the arming schedule. RefeiGonfigure Arming Schedule
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11. Set linkage actions. Refer@onfigure Likage Actions
12. ClickApply.

6.4 Human Body Detection

6.4.1 Human Body Detection

The human body detection enables to detect the human body appearing in the monitoring scene,
and capture the human body pictures.

Before You Start
The connected camera supgis the human body detection.

Steps

1. Go toSmart Analysi$bSmart Event SettinghOther Events

2. Select a camera.

3. ClickHuman Body

4. Checlsave VCA Pictuite save the captured pictures of human body detection.

5. ChecKrarget of InteresfHuman Body}o discard norshuman body pictures and videos which
are not triggered by human body detection. The feature is only available for local human body
detection.

6. Set detection area.
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Target of Interest (Human B...

Area Settings  Arming Schedule  Linkage Action

Area Capture Area 1

Enable Area |~

Area Name AREA01

Draw Area Clear

Figure 611 Human Body Detection

1) Select the detectioarea. Up to 8 detection areas are selectable.

2) Checlkenable Aredo enable the selected detection area.

3) Edit the area name.

4) Clickoraw Areato draw a quadrilateral in the preview window and then clgthp Drawing
7. Set the arming schedule. ReferConfigure Arming Schedule
8. Set linkage actions. Refer@mnfigure Linkage Actions
9. ClickApplyto activate the settings.

6.4.2 Human Body Search

Search by Human Body Event

Searclpictures by human body detection alarms.

Steps

1. Go toSmart Analysi$hSmart SearciibHuman Body SearchhSearch by Event

2. Set the start time and end time.

3. Select a channel.

4. Seleckvent TypeasHuman Body Alarm

5. ClickStart SearchThe searh result list displays 1 channel.

6. ClickChannelo select a channel as your desire. It will display search results for the selected
channel.
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7. Optional: Export search results.
1) Select result file(s) from the search result interface, or clset&ctAll to select all files.
2) Clickexportto export the selected file(s) to a backup device.

ClilNote

You can clic to view export progress.You cancli_ ¥ to return to search interface.

Search by Appearance

Search human body pictures according to manusgiecified search conditions.

Steps

1. Go toSmart Analysi$bSmart SearciibHuman Body Detectiomy Search by Appearance

2. Specify search conditions.

3. ClickStart SearchThe search result list displays 1 channel.

4. ClickChannelto select a channel as your desire. It will display search results for the selected
channel.

5. Optional: Export search results.
1) Select result file(s) from the search result interface, or clsst&ct Alko select all files.
2) Clickexportto exportthe selected file(s) to a backup device.

E@Note

You can clicd to view export progress.You cancli_.=— ¥ to return to search interface.

6.5 Multi-TargetType Detection

For certain cameras that support multirget-type detection, faces, human bodies anehicles
can be detected simultaneously in a scene. The camera analyzes the video, so ensure your camera
supports multitarget-type detection.

Before You Start
Ensure the camera supports mdifirget-type detection.

Steps

1. Go toSmart Analysi$hSmartEvent SettingshVideo Structuralization

2. Select a camera.

3. Checlenable MultiTargetType Detection

4. Optional: ChecBave VCA Pictuite save the captured intrusion detection pictures.

5. Set detection area.
1) ClickDraw Area
2) Adjust the redrame on the image to draw the detection area. It is full screen by default.
3) ClickStop Drawing
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6. Optional: SeCapture Quality The captured picture will be stored to the device, high quality
brings higher resolution, but it takes larger storage spd&icture quality will not affect
detection accuracy.

7. Set the arming schedule. ReferGonfigure Arming Schedule

8. Set the linkage method. Refer@onfigure Linkage Actions

9. ClickApply.

6.6 SelfLearning
lilNote

The chapter is only available for certain models and event types.

6.6.1 Learrby-Example Mode

After learnby-example mode is enabled, the device will learn the false alarm examples in the self
learning library. When the amouimif false alarm examples in the séfrning library is large

enough, the false alarms would be significantly reduced.

You can enable leaty-example mode irbmart Analysi$bSeltLearningirbBasic Settings

6.6.2 Configure Selfearning Library

For certan event types, when you have found false alarms in target detection of live view, you can
add them in to selearning library to reduce the reappearances of these false alarms. You can
also delete example pictures in the library.

Before You Start
Ensurethe event supports this function.
Ensure learsby-example mode is enabled.
Steps

1. Find false alarms Itive ViewhTarget File ManagemenfhSmart Searchor the search
interfaces inSmart Analysis
2. ClicKmport to SelfLearning Library
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Channel Target Pict. - Export  Import to Se

D1 Select All

Figure 612 Add Examples to Selfearning Library

ClilNote

For certain types of search interfaces, you have to ¢ kto display the import button.
Do not import the correct alarm pictures of human/vehicle targets to thellselfning library.

3. Optional: Go t&mart Analysi$bAl TrainingifbSelfLearning Libraryo view or delete false
alarm examples.

6.7 Vehicle Detection

Vehicle detection is available for the road traffic monitoring. In vehicle detection, the passed
vehicle can be detected and the picture tf license plate can be captured.

6.7.1 Configure Vehicle Detection

Vehicle detection, available in the road traffic monitoring, is tend to detect the passed vehicle on
the road, and capture its license plate at the same time.

Steps

1. Go toSmart Analyss lhSmart Event SettinghVehicle Detection

2. Select a camera.

3. Clickvehicle

4. Checlkenable Vehicle Detectian

5. Optional: ChecBave VCA Picturt® save the captured vehicle detection pictures.

6. Configure rules, includirfrea SettingsPicture, Overlay ContentandBlocklist and Allowlist

Area Settings
Up to 4 lanes are selectable.

Blocklist and Allowlist

You can export the file first to see its format, and edit it and import it to the device.
7. ClickApply.
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TlilNote

Refer toNetwork CamerdJser Manuafor detailed instructions for the vehicle detection.

8. Set the arming schedule. ReferGonfigure Arming Schedule
9. Set the linkage actions. Refer@onfigure Linkage Actions

6.7.2 Vehicle Search

You can search and view the matched vehicle pictures.

Steps

1. Go toSmart Analysi$bSmart SearclibVehicle Search
2. Select the IP camera for the vehicle search.
3. Set search conditions.

Search by Appearance

IP Channel [All] Camera

Time Segment Today - 2017-09-19 00:00:00 - 2017-09-19 23:59:59
Vehicle Brand All = Vehicle Color All

Vehicle Model All - License Plate N...

Figure 613 Vehicle Search

4. ClickStart Search The search result list displays 1 channel.

5. Click Channel to select a channel as your desire. It will display search results for the selected
channel.

6. Export search results.
1) Select result file(s) from the search result interface, or clsst&ct Alko select all files.
2) Clickexportto export the selected file(s) to a backup device.

[ENote

You can clicll to view export progress.

6.8 Target Detection

In live view modethe target detection function can achieve smart detection, facial detection,
vehicle detection, and human body detection during the last 5 seconds and the following 10
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seconds.

Steps

1. In live view mode, clickargetto enter the target detection interfee.

2. Select different detection types: smart detectiam '), vehicle detectionf=), facial detection
(&), and human body detectiort).

EENote

For thermal cameras, the temperature measurement event is in smart detes )nthe face
capture and facial teqperature measurement are in facial detecticX ).

3. Click = to set alarm configuration.
1) Select IP Camera(s) and IoT channel(s), and complete access control event display settings.

Display PogUp
Enable this function, the pepp including person typmformation, body temperature and
maskwearing status (optional) will be displayed once the alarm is triggered.

Mask Not Wearing Event

Temperature units including Celsius degree and Fahrenheit degree of the detected target
are available. Enable thisrfation, when the target does not wear mask, the pap will

show yellow. Meanwhile, if the target has exceptional body temperature, theypwill

turn red.

to obtain the results.

4. Select the historical analys @ or realtime analysis -

EENote

Thesmart analysis results of the detection are displayed in the list. Click a result in the list to
play the related video.

6.9 People Counting

People counting calculates the number of people entering or leaving a certain configured area and
creates dailyweekly/monthly/annual reports for analysis.

Steps

1. Go toSmart Analysi$hSmart Reporf'hCounting
2. Select a camera.

3. Select the report type.

4. SetDateto analyze.
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Camera [D1] IPCamera 01

§.> Heat Map
ow

People Entered People Exited

o eoeoeooo00e0 0o

2 3 4 5 6 7 8 9 0 11 12 13 1 15 16 17 18 19 20 A 2 23 24

Figure 614 People Counting
5. Optional: ClicEExportto export the report in Microsoft Excel format.

6.10 Heat Map

Heat map is a graphical representation of data. The heat map function is used to analyze how
many people visited and stayed in a specific area.

Before You Start

The function must be supportdaly the connected IP camera and the corresponding parameters
must be set.

Steps

1. Go toSmart Analysi$hSmart Repori'hHeat Map
2. Select a camera.

3. Select the report type.

4. SetDateto analyze.

L)1 Counting Simdn [D1] IPCamera 01

Figure 615 Heat Map
5. ClickCounting
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TlilNote

As shavn in the figure above, red color block (255, 0, 0) indicates the most trafficked area, and
blue color block (0, 0, 255) indicates the kpspular area.

The results will be displayed in graphics marked in different colors.
6. Optional: ClicExportto export the statistics report in Microsoft Excel format.
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Chapter 7 loT

loT (Internet of Things) feature allows you to build connections between your video recorder and
loT devices, including access control and alarm devices. Video recorder will edeeing from
connected loT devices. You can configure linkage actions like triggering recording and full screen
monitoring, when loT alarm occurthis chapter is available for certain models.

7.1 Add an |oT Device

@Note

Maximum number of 10T channel is the half of maximum network camera number o¥id®o
recorder.

7.1.1 Add an Access Control Device

Add Hikvision alarm host and video intercom devices to receive alarms. You can configure linkage
actions like triggering recording and full screen monitoring, when an alarm occurs.

Before You Start

Install access control devices. Ensure network communication between access control devices and
video recorder is well.

Steps

1. Go toBusiness ApplicatiombloTMAccess ContrdihDevice Management
2. ClickAdd.

Figure 71 Access Control

3. Enter access control device informati@evice IPPort, Transfer ProtocalUser Nameand
Passwordmust be the same with access control device.
4. Optional: Checknable IoT Time Syms your desire.
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TlilNote

All loT channels can be enabled/disabled with shortcuts.

1. Go toMaintenancelbSystem ServicEhMore Settings
ClickTime Sync ConfiguratigrselectEnable IoT Time Syme Disable 10T Time Syrio
enable/disable scheduled time sync for all IoT channels.

DeepinMind

FVIEW-NOW UPNF Reporting  Time Sync Gonfiguration

Figure 72 l1oT Time Sync
This function is only available for the admin user.

5. ClickAdd.

7.1.2 Add an Alarm Device

Add alarm devices of various manufacturers to receive alarms. You can configure linkage actions
like triggering recording and full screeronitoring, when an alarm occurs.

Before You Start

Install alarm devices. Ensure network communication between alarm devices and video recorder is
well.

Steps

1. Go toBusiness ApplicatiomhloT MAlarm MDevice Management
2. ClickAdd.
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Add ioT Device

[

Figure 73 Alarm Device
3. Enter access control device information. The information must be the same with the alarm

device to add.
4. Optional: ChecEnable IoT Time Syras your desire.

ClilNote

All'1oT channels can be enabled/disabled with shortcuts.

1. Go toMaintenance NHSystem ServicEhMore Settings
ClickTime Sync ConfiguratigrselectEnable IoT Time Syme Disable 10T Time Syrio
enable/disable scheduled time sync for all IoT channels.

DeepinMind

LVIEW.NOW UPNP Reporting  Time Syne Configuration

Figure 74 l1oT Time Sync
This function is only available for the admin use

5. ClickAdd.
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7.1.3 Add Network Audio Device

For certain models, you can also add network audio devices to your recorder, and the audios can
be recorded. If a network camera does not have a-pigkor the recorded audio is not useful, an
audio device can be linked with the camera to replenish thédi@effect.

Before You Start

Ensure the network audio device is properly connected.

Steps

1. Go toBusiness ApplicatiombloT MAudio MlhDevice Management

2. ClickAdd.

3. Set the device parameters, including IP address, password, etc.
Link Network Camera

You can link the audio device to a network camera. After the linkage succeeded, the audio of
network camera would be replaced with this audio device.

4. ClickAdd.

5. Optional: Click® to play the reakime audio.

6. Optional: Click to edit device parameters.

7. Optional: Clicbeleteto play the delete the device.

E@Note

If the network audio device has linked a network camera, after the audio device is deleted, the
recorder will store audio of the linked network camera itself.

7.2 Configure the Linkage Action and Arming Schedule
Configure the linkage actions and arming schedule for access control or alarm devices. Linkage
actions will be triggered when the designate alarm occurs.

Steps
1. Click = of an added loT device.
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Config

Channel [IOT01] he+'200 - Name he+"200 Device Type Hikvision Access Control Device
Event Configuration  OSD Display Configuration
Event Type Authentication Passed - Enable Copy to

Linkage Actlon  Arming Schedule

Normal Linkage Trigger Alarm Output Trigger Channel
Full Screen Monitoring Eonert b
Audible Warning Local-=2

Notify Survelllance Cenler Local>3

Send Email

Local->4
OSD Display

Local->5

Figure7-5 Configure IoT

. Selectvent TypeThe following configuration is only valid for the selected event type.
. Checlenable
. Check linkage actions as your desire. For detailed steps, refemfigure Linkage Actions

A OWN

@Note

Full Screen Monitoringand OSD Displagre only valid for the selectetirigger Channel

ol

. ClickArming Schedule

. Configure arming schedule. For detailed steps, ref€dnofigure Arming Scheduléinkage
action isonly valid during the set schedule.

7. ClickApply.

(o2}

7.3 Configure OSD

You can display alarm information received from lIoT devices on live view image.

Steps

1. Click = of an added loT device.

2. CheclOSD Displapn Event Configuration interface.
3. SelecfiTrigger Channel

4. ClickOSD Display Configuration
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Channel  [IOT01] h6+'200 - Name h&+200 Device Type Hikvision Access Control Device

Event Configuration  OSD Display Configuration

Device Name Card No Event Name

Name ID No

Character Encod Latin-1(iso-8859-1)
Overiay Mode Page
Font Size Small Large

Font Color . [L_j u. | \ [ ]

Display for(s) ]

_ e
For gear ntered card number will be shown as *=>=

Figure 76 OSD Configuration

5. Select items, includirigevice NameCard No, Event NameName andID No, to display on
live view image. The items are only for access control devices.
6. @nfigure OSD properties.

Overlay Mode- Scroll
The OSD will automatically scroll to show the new alarm information.

Overlay Mode- Page
When the current OSD cannot show more alarm information, it will automatically turn to new
page.

Privacy Settings

Enter privacy information you want to mask. Masked privacy information will be replaced by
*, Privacy information includeSvent Device Card Name andID.
7. Adjust the quadrilateral of yellow frame on the preview window to adjust loT OSD size and
position
8. ClickApply.

7.4 Configure Audio Parameters

For certain models, after an network audio device is added, you can configure its parameters,
including output volume, sampling rate, DNR (digital noise reduction) level, etc.

Before You Start

Ensure you aaudio device is added to your recorder, and the network connection is valid.
Steps

1. Go toBusiness ApplicatiombloT MAudio MhAudio Parameters
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Channel [MIC1] 12345678901234567890123
Name 12345678901234567890123456789C
Output Volume 0 es— === 100 80
DNR Level 4 -

Audio Encoding AAC
Sampling Rate 32kHZ

Audio Stream Bi 64Kbps

Figure #7 Configure Audio Parameters

2. Set the parameters as your desire.
3. ClickApply.

7.5 Search th 10T Record

Search alarms by time, by event type, or by channel.

Steps

1. Go to event record interface.
¢ Access control: Go tBusiness ApplicatiolbloT NAccess ContrdihCard Swiping Record
¢ Alarm device: Go tBusiness ApplicatiofibloT MAlarmIMSeach Data

120



Network Video Recorder User Manual

Time Custom - 2019-05-18 00:00:00 2019-05-18 23:59:59
Channel [All] 1IOT Channel

Event Type All - Event Subtype All

Name Card No.

Figure 78 Search Event Record (Access Control)

Time Custom - 2019-05-19 00:00:00 2019-05-19 23:59:59
Channel [Al] IOT Channel
Main Type GJD Alarm Event - Sub Type All

Figure 79 Search Event Record (Alarm Device)
2. Specify search conditions.

E@Note

Name Card No. When card swiping event occurs, the access control device will upload card
name and card No. teideo record. You can search event by card name or card No.

3. Clicksearch
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No. Event Type MName Card No. Card Type Time Event Source View
1 Time Sync. Event 05-18-2019 14:04:39 10701
2 Time Sync. Evenl 05-18-2019 14:05:39 10TM
3 Time Sync. Event 05-18-2019 14:06:33 10701
4 Time Sync. Evenl 05-18-2019 14:07:39 10T
5 Time Sync. Event 05-16-2019 14:08:39 1070
6 Time Sync. Event 05-18-2019 14:09:35 10T
7 Time Sync. Evenl 05-18-2019 14:09:40 10TM
8 Time Sync. Event 05-18-2019 14:10:39 10701
9 Time Sync. Evenl 05-18-2019 14:11:40 10T
10 Time Sync. Event 05-18-2019 14:12:40 10701
1" Time Sync. Event 05-18-2019 14:13:39 10T
12 Time Sync. Evenl 05-18-2019 14:14:40 10701
13 Time Sync. Event 05-16-2019 14:14:41 10T01
14 Time Sync. Evenl 05-18-2019 14:15:40 10701
15 Time Sync. Event 05-18-2019 14:16:40 10701
16 Time Sync. Event 05-18-2019 14:17:40 10T01
17 Time Sync. Evenl 05-18-2019 14:18:40 10701
18 Time Sync. Evenl 05-168-2019 14:19:40 10701
19 Time Sync. Evenl 05-18-2019 14:19:46 10701
20 Time Sync. Event 05-18-2019 14:20:40 10701
Tolal: 22 P: 11

Figure 710 Search Result (Access Control)

No, Channel Time Main Type Sub Type Slatus Data View

1 10703 05-18-2019 14:49:56 GJD Alarm Event PIR Detection alarm

Figure 711 Search Result (Alarm Device)

7.6 10T Video/Picture

Configure the event recording or capturing schedule for the setetrigger channel, the channel
will automatically record videos or capture pictures when loT alarm occurs.

7.6.1 Configure the Event Recording/Capturing

The video recorder can record videos or capture pictures when an loT alarm occurs.

Steps

1. Click = ofan added loT device.

2. Select desireitvent Type

3. Checlenable

4. ChecKrigger Channgfou want to record event videos or capture pictures when an alarm
occurs.
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Config

Channel  [IOTO03] IOTO3 = Name 10703 Device Type GJD Alarm Device
Event Configuration  OSD Display Configuration
Event Type PIR Detection alarm i Enable Copy o

Linkage Actlon  Arming Schedule

Mormal Linkage Trigger Alarm Output Trigger Channel PTZ Linkage

Local->1 D1
Full Scresn Monkoring PTZ Linkage [D1] Camera 01
Audible Warning Local->2

Preset Mo.

Molify Survelliance Cenler Local>3

Patrol No

Send Email
Local->4

OSD Display Pattern No
Local->5

Figure 712 Trigger Channel
5. ClickApply.
6. Configure the event recording capturing schedule. Here we take the example of configuring
event recording to describe the steps.
1) Go toStoragel'hScheduldhRecord
2) SelecCamera Noand checkEnable ScheduleThe camera should be the camera you select
in step 4.
3) Select the remrding type asvent
4) Drag the mouse on the time bar to set the event detection recording schedule. Refer to
Configure Recording Schedula details.
5) ClickOK

123



Network Video Recorder User Manual

Camera No. [D1] Camera 01

Enable Schedule -

B continuous [l Event
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Figure 713 Event Recording

Result

When an alarm occuyshe selected trigger channel will start event recording.

7.6.2 Search IoT Video

Search 0T event triggered videos.
Steps

1. Go toFile ManagemenfhVideolhSearch by Event

2

3

4

o

Advanced

Edit
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Time Today - 2020-11-25 00:00:00 2020-11-25 23:59:59
Camera [All) Camera
Event Type Al -

PIR Alarm

Fire Source Detection

Temperature Detection
Temperature Difference Detection
Regional People Queuing-Up
Waiting Time Detection

Human Body Detection

POS Event

Stranger Detection Alarm
Successful Face Picture Comparison
Failed Face Picture Comparison
Multi-Target-Type Detection
Temperature Measurement Pre-Alarm
Video Intercom Event

GJD Alarm Event

Luminite Alarm Event
Figure 714 Search Event Video
2. Set search conditions.
Camera
Select it ashe selected trigger channels in 10T linkage action configuration.

Event Type

Select the desired IoT event.
3. Clickstart Search
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Chapter 8 File Management

8.1 Search Files

Specify detailed conditions to search videasdiosand pictures.
Steps

1. Goto File ManagemenfhVideo, File ManagementhPicture, or File ManagementhAudio
as your desire.
. Select a search method. For examflearch by Appearan¢®r Search by Time
. Specify detailed conditions, including time, camera, etc.
. ClickStart ®arch
. ClickChannelo select a channel as your desire. It will display the searching results of the
selected channel.
. Optional: Click = or to switch view mode.
. Optional: For videos, clic® or = in different view mode to lock a video. The locked video
will not be overwritten.
8. Optional: Export searching results.
1) Select result file(s) from the search result interface, or clsst&ct Alko select all files.
2) Clickexportto export the seleted file(s) to a backup device.

E@Note

You can clichll to view export progress.

a b wnN

~N O

You can click 7 to return to search interface.

8.2 Export Files

Export files for backup purposes to a USB device, or eSATA HDD.

Steps

1. Search files. Refer &earch Filefor details.

2. Select files.

3. Clickexport

4. Optional: For vehicle files, cheBlckup License Plate Statistics Infpbexport license plate
statistics information later.

5. Select the file to export addeoand logand clickOK

6. Select the backup device and folder path.
7. ClickOK
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8.3 Smart Search

You can search human body files, face files and vehickgiManagementhSmart Search
Refer toHuman Body Searclrace Picture SearchndVehicle Searclor details.
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Chapter 9 Storage

9.1 SSD Management

9.1.1 Initialize SSD

For the device that has piastalled SSD on main board, you can view the SSD dsgbution
or initialize the SSD.
Steps

1. Go toStoragel'hStorage ManagemenfbhSSD Management
2. ClickFormat
3. Clickresto initialize SSD.

ClilNote

Initializing SSD will erase its data, including those in face picture library, and cancel the alarms
linked to the library. The device will restart after initialization.

9.1.2 SSD S.M.A.R.T. Detection

Selfmonitoring, analysis, and reporting technology (S.M.A.R.T.) is a monitoring system included in
computer hard disk drives (HDDs) and sstigte drives (SSDs) that detects and reports on various
indicators of drive reliability, with the intent of enabling the anticipation of hardware failures. You
can run the S.M.A.R.T. detection for your SSD.

Steps

1. Go toMaintenancelhHDD Operation hS.M.A.R.T

2. 2t HDD NoasSSD

3. SetSelfTest Type

4. ClickSelfTestto start the S.M.A.R.T. SSD seléluation.

9.1.3 Upgrade SSD Firmware

You can use a USB flash drive to upgrade your SSD firmware.

Before You Start

Prepare a USB flash drive that contains 8&D firmware, and insert the USB flash drive to your
device USB interface.
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Steps

1. Go toStoragel'bhStorage ManagemenfhSSD Management

2. Clickrirmware Upgrade

3. SelecDevice Namas the USB flash drive that contains the SSD firmware.
4. Select thesSD firmware.

5. ClickJpgrade

9.2 Manage Local HDD

9.2.1 Configure HDD Group

Multiple HDDs can be managed in groups. Video from specified channels can be recorded onto a
particular HDD group through HDD settings.

Steps

1. Go toStoragel'hStorage Mode
2. SelectMode asGroup.

3. ClickApply.

4. Go toStoragel'bhStorage Device
5. Select a HDD.

|- Add 5 nit Tolal Capacity 1863.03GB Free Space 1702.00GB

W Label Capacity Status Property Type Free Space Group Edit Delete
5 931.52GB Normal RMW Local 871.00GB 2 X

7 931.52GB Normal RM Local 831.00GB 1 X

Figure 91 Storage Device
6. Click ~ to enter Local HDD Settings interface.
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Figure 92 Local HDD Settings

7. Select a group number for the HDD.
8. ClickOK

E@Note

Regroup the cameras for HDD if the HDD group number is changed.

9. Go toStoragel'hStorage Mode

10. Select group number from the list.

11. Select related camera(s) to save videos and pictures on the HDD group.
12. ClickApply.

9.2.2 Configure the BD Property
HDD property can be set as R/W, Reatly, or Redundant.

Before You Start
Set the storage mode to Group. For detailed steps, refé@dafigure HDD Group
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